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EXECUTIVE SUMMARY

The purpose of this document is to provide the basis for discussion within Working Group 4 (WG4) of the ebMethodology Group of EAN-UCC to include digital signature and encryption functionalities (hereafter also referred as security solutions) to XML messages based on EAN-UCC standards. This document should be used as a reference by members of WG4 to help them complete their work to an appropriate quality level.

The information contained hereinafter is not a final approved deliverable, yet the status of the document is "under discussion". The recommendations and models contained within the document may be modified partially or totally in future versions although no major changes are expected in the forthcoming final recommendations.

Included within the document are descriptions of the following issues:

1. Security solutions to avoid the common threats to electronic documents and exchanges.

2. Digital Signature specifications for XML according to W3C consortium.

3. Encryption specifications for XML according to W3C consortium.

4. Requirements for applications and parsers to implement these security solutions.  

These bases will be used and discussed by all members of WG4 in following meetings throughout the standardisation process being carried out.

Section 2.- of this document is addressed to professionals who are willing to know about security countermeasures available for XML messages and transactions. The rest of the document is addressed to professionals who are experts in the day-to-day XML and technological security solutions and to those who will be responsible for providing the technical solutions to cater for the business needs (e.g., information technology managers, computer programmers, etc.).

DISCLAIMER

The work associated with this report has been carried out in accordance with the highest technical standards and the authors have endeavoured to achieve the degree of accuracy and reliability appropriate to the work in question. However since the authors have no control over the use to which the information contained within the report is to be put by any other party, any other such party shall be deemed to have satisfied itself as to the suitability and reliability of the information in relation to any particular use, purpose or application, under no circumstances will any of the authors, their servants, employees or agents accept any liability whatsoever arising out of any error or inaccuracy contained in this report (or any further consolidation, summary, publication or dissemination of the information contained within this report) and/or the connected work and disclaim all liability for any loss, damage, expenses, claims or infringement of third party rights.
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1.- INTRODUCTION

This document describes the XML-syntax and application functionalities to secure –digital signature and encryption- electronic transactions based on XML messages.

The motivation of this document arises, on one hand, from the need to develop a common framework to protect electronic transactions from those threats they are exposed to and recommends a set of standardized countermeasure solutions, and on the other hand, this document provides to electronic information exchanged between parties with the necessary security measures so as to comply with new European regulations that will legalise electronic transactions.

Economic tendencies towards electronic business carried out over non-secure networks (such as Internet) require the use of additional measures to protect the information being sent and received. In order to successfully conduct any business activity over the net, a company should be considered by the consumers as a trusted entity that protects their identity and personal data (i.e. home address, credit card number, …). The use of the digital signature, and optionally encryption techniques, within business boundaries and activities, constitutes a true value added tool and service that provides end-users with  enough degree of confidence towards the transactions they are involved in. 

The use of the digital signature and encryption techniques in XML messages brings forward different value-added services, notably:  

1. Regarding to the electronic exchange over the net, these techniques represent a real countermeasure and security solution to protect the information against most common threats. The use of the digital signature avoids:

· modification of the message content

· insertion of unwanted messages by unauthorised parties

· repudiation of the messages responsibility by its sender or its receiver

The digital signature ensures the integrity of the message, the authentication of the involved parties and the non-repudiation of the message.

Additionally, encryption techniques protects the information from unauthorised disclosure and ensures that only the sender and receiver will be able to read and process that message. 

2. Regarding to legal issues, the digital signature will provide electronic transactions with enough degree of confidence to comply with European regulations on the matter of electronic invoicing, once the European directives have been approved by the European Commission and properly translated to each member states’ regulations by their respective local governments.

The decision of using digital signature solutions and/or encryption techniques will depend, ultimately, on the type of information that is going to be exchanged and the number of potential threats that intentionally or accidentally might damage the transmitted information.

This document is organised as follows. In section 2.- a brief introduction to security threats to which any electronic transaction might be exposed is presented, as well as their security solutions. There is also a description of the basic concepts related to cryptography, hash functions, certificates and digital signatures. The reader who is not familiar with these concepts is invited to read carefully this section. Section 3.- describe how to apply digital signature and encryption to XML messages from high level point of view. Sections 4.- and 5.- are devoted to describe in detail the digital signature and encryption methods, respectively, for XML messages. Finally, a table summarising these recommendations can be found in 6.-.

1.1 About the document

This handbook specifies the XML schemas and tags that must be used to protect XML messages with digital signature and cryptographic techniques in order to guarantee the integrity, authentication, confidentiality and non-repudiation of the information exchanged. It also defines all application functionalities that must be implemented to provide XML messages with the aforementioned security solutions. 

Sections 4.-, 5.- and 6.- summarise all technical specifications needed to embed a digital signature in a message and to cipher a block of data. Both security solutions are implemented on a message-by-message basis, hence if a transaction composed of several messages is to be secured by digital signature means, all the messages belonging to that transaction must be signed independently one of each other. Moreover, as far as the signed/encrypted information is embedded and managed within the message itself, the solutions proposed in this document are protocol independent and may be implemented to send data over any network using any protocol (SMTP, HTTP, …). 

However, the recommendations contained herein are non-restrictive. These means that it is possible to effectively combine them with other security measures (i.e. an encrypted and digitally signed XML message following this recommendations could be sent over any network using any security protocol -SSL, TLS, S-MIME,…- to provide the message with an additional level of confidence). This is possible since in this document the security functionalities are placed on the application level.
1.2 General Considerations

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this document are to be interpreted and used as described in RFC 2119 when they appear in capital letters.

For the sake of clarity and completeness of the document we include the definition of these terms in ANNEX IV.-
2.- SECURITY THREATS AND SOLUTIONS

The most common threats to electronic transactions and electronic documents exchanged between one or several partners over a telecommunications network can be summarised as follows:

· The unauthorised disclosure of message content

· The intentional insertion of unwanted messages

· The duplication, loss or replay of messages

· The modification of the message content

· The deletion of messages

· The repudiation of messages responsibility by its sender or its receiver

These threats may be intentionally perpetrated, as with the unauthorised manipulation of message content, or unintentionally perpetrated, as with a communication error resulting in the modification of the message.

The digital signature, combined with encryption algorithms, is an effective technological tool that protects any piece of information (i.e. a whole message or any part of it) against those threats. The decision to use digital signatures and encryption techniques and its application will depend on the level of security and confidence required for the message, depending on the potential harm that might affect the message content caused by intentional threats or communications errors inherently present in telecommunication links. For instance, banks are generally concerned with the integrity and the repudiation of the message responsibility by its sender or its receiver. Government agencies and the health care sector are particularly concerned with the unauthorised disclosure of message content, that is confidentiality.

The capacity of the digital signature to check the integrity of the message content prevents any third unauthorised agent from including, extracting or modifying any piece of information contained in the message, and additionally it constitutes a check-sum mechanism to detect possible errors occurred during the transmission due to noisy channel conditions.

The necessary steps to secure an electronic transaction and validate it at the receiver side are listed below. In all cases, security is achieved in a two-step process that involves both, the sender and the receiver of the message. The former applies the security to the information, the latter validates that it is correct:

· The sender of the message outputs a sequence of security data (digital signature) by means of mathematic algorithms that use the information to be secured (message)  and a block of data that is unique and that belongs to and it is only known by the sender (digital signature generation data or private key information).

· The receiver of the message uses the digital signature and the message to validate the integrity of the information. In order to verify the identity of the sender (authentication), the receiver uses the data contained in a digital certificate.

If data is to be encrypted, the sender of the message is responsible to encipher the message content using specific algorithms and the public key of the receiver. Once the receiver receives the message, he deciphers the cipher data using his private key. 

· Message sequence integrity

This solution protects against the duplication, addition, loss or replay of a message.

The sender applies a message sequence number and a temporal reference, time stamp, that are later checked by the receiver. Additionally, the message sender could ask for an acknowledgement from the receiver.

· Content Integrity

This solution protects against modification of the data exchanged.

The sender applies an algorithm to the message before sending it to obtain an integrity control value that is included with in the message. The receiver applies the same algorithm to the received message (following the corresponding instructions) and the result must match the integrity value sent.

· Origin Authentication
This solution protects the receiver against processing the data from a party claiming to be another party.

Authentication codes are transmitted within the message to the receiver to ensure the identity of the sender. These authentication codes (digital certificate) are generated by a third authorised and trusted agent (Authority of Certification) and SHOULD be exchanged between the trading partners before any transaction takes place. The receiver validates that the digital signature values that match the authentication codes contained in the digital certificate.

· Non-repudiation of Origin

This solution protects the receiver of the message from the sender’s denial of having sent the message.

The sender digitally signs the message. The receiver uses the check code contained in the digital signature and the certificate associated to the sender to validate the message. Hence, if the message is valid, the sender must have sent it. There is no possibility that another party had generated that message without getting an error during the verification process.
· Non-repudiation of Receipt

This solution protects the sender of a message from the receiver’s denial of having received the message.

The sender must request an acknowledgement from the receiver that the message has been received. The receiver should include with the acknowledgement a digital signature to guarantee the integrity of the acknowledge message and to authenticate the receivers identity.

· Confidentiality of Content

This solution protects the content of the message against being read, copied or exposed to unauthorised parties.

Protection can be achieved by encrypting the data. The message is essentially scrambled (e.g. substituting one character for another character) by the sender using an available algorithm and decrypted or unscrambled by the receiver using the appropriate code and algorithm. 

Note that any of these security solutions can be implemented independently. However, the digital signature provides integrity, origin authentication and non-repudiation of origin at once.

2.1 Cryptographic principles

Before explaining how to apply these security solutions to XML messages it is important to explain the concept of secret, private and public keys. These techniques are used to generate the digital signature and to encrypt the information, and are fundamental concepts to secure electronic transactions. Their use must be well understood by users, especially regarding to the private key, which must never be sent to anyone.

2.1.1 Symbols and Abbreviations

The following symbols and abbreviations are used in the examples in the following sections:

	Abbreviation/Symbol
	Description

	A, B
	Identifiers of entities

	CA
	Certification authority

	CertA
	Entity A’s public certificate

	KAB
	Secret key for symmetric cryptosystem.

	KprA
	Entity A’s private key

	KprB
	Entity B’s private key

	KpuA
	Entity A’s public key

	KpuB
	Entity B’s public key

	M
	Message

	ME
	Encrypted Message

	MS
	Signed message


2.1.2 Symmetric Cryptographic technique (secret key)

This is a technique where trading partners share a unique secret key (KAB) to secure the desired message.
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	Figure  1: Symmetric encryption-decryption scheme


To guarantee the integrity of the content of the message the sender uses the secret key to generate an integrity sequence value by using an appropriate mathematic algorithm. The receiver applies the same algorithm to the received message and checks if both integrity sequences match. To protect the content of the message against unauthorised access (confidentiality) the same secret key can be used as the seed for the encryption algorithm.

The major obstacle of symmetric cryptographic scenarios comes up when communicating the secret key from one partner to the other. The system is robust against threats but it assumes that the secret key is shared between trading partners. However it does not specify a secure way to communicate the secret key before the message is sent.

2.1.3 Asymmetric Cryptographic Technique (Public and Private Keys)

In this scenario each partner has two different keys: public key (Kpu) and private key (Kpr).

These two keys define two different transformations to the message: a public transformation defined by the public key and a private transformation defined by the private key.
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	Figure  2: Asymmetric encryption-decryption scheme


The private key is kept and must be ONLY known by the owner: it must never be communicated to other users. The public key is available to all trading partners and it is administered by a trusted third party, certification authority (CA). The certification authority is a trusted and authorised agent that generates a data sequence (certificate) that uniquely links the identity of a person or company to its public key, such that it is possible to guarantee the identity of any partner by properly combining the certificate information and the digital signature. 

The main disadvantage of this technique is the high computational burden required by asymmetric cryptographic algorithms compared to symmetric ones.

Asymmetric cryptography techniques are based on complex algebraic fields and mathematic principles. Nevertheless, we should understand that both, public and private keys, constitute a single entity. In other words, a public key is uniquely associated to a private key, and vice versa. In this way, a secured document using one of these keys can only be read by applying the other key to the document. It depends on the security solution that should to be applied to the message on how these keys will be combined, as described below.

· Non-repudiation of origin and origin authentication

The sender of the message generates the digital signature using its private key (origin authentication) and the message body. The receiver can only validate the digital signature by applying the public key associated to the private key of the sender (non-repudiation of origin). The certification authority provides a sender’s certificate to the receiver to guarantee that the public key really belongs to the sender (origin authentication). 

The main disadvantage is the complexity burden required to apply the private key to the message, especially if it is large. To solve it, the private key to generate the digital signature is applied to a short version of the message, that is, a special function is performed before signing the document: hash or digest transformation (section 2.1.4).

· Confidentiality

To secure the content of the message from unauthorised access, the sender encrypts the content to be transmitted by using the public key of the receiver, which has been obtained through a digital certificate of the receiver. Then, only the authorised receiver will be able to decrypt the message by applying its secret key.

The computational burden required by the cryptographic algorithms is very cost inefficient. The most efficient way to apply confidentiality is to use a combination of symmetric techniques (secret key) and asymmetric techniques (public and private key). The message is encrypted and decrypted using the symmetric technique (secret key), which does not involve high complex computational algorithms. Asymmetric techniques are used to communicate with security confidence level the secret key between trading partners before the transmission of the encrypted message. 

2.1.4 Hash or Digest functions

The digest or hash functions generate a short sequence of data uniquely related to a message in a way that this sequence can be used to create the digital signature to validate the integrity, origin authentication and non-repudiation of message responsibility by its sender.

The digest functions are low complexity mathematical algorithms that must fulfil the following properties:

· A hash function applied to any document, regardless of its size, must generate a fixed and constant length output sequence.

· Given any original document, the hash function must require low complexity operations.

· One-way function property: it must not be possible to restore the original document from the hash sequence.

· Uniqueness: it is not allowed that two different documents generate the same hash result if the same algorithm is applied.

The most commonly used hash algorithms are: MD5 (outputs a sequence of 128 bits), SHA-1 (outputs a sequence of 160 bits) and RIPEMD (outputs a sequence of 128 bits or 160 bits), although there exist some other algorithms such as GOST, HAVAL or CRC32.

The result of a hash function applied to binary sequences must be filtered to avoid information losses when mapping the hash sequence to a set of characters. This function is called filter. A filter transforms a sequence of characters over a defined alphabet to another sequence of characters defined over another alphabet. The UTF-8 character set must be used for signature operations.

3.- APPLYING SECURITY TO XML MESSAGES

This section is intended to introduce the application level at which security must be managed. Firstly, a brief discussion of all possibilities is presented: security at protocol level, at transaction level or at application level. In section 3.1.3 the flow chart diagram of a complete secured message exchange is described and explained. Section 3.1.4 introduces the concept of digital certificate and it should be taken as an introductory explanation about certificates, although it is not the scope of this specifications to define the certificates format, syntax nor content.

3.1.1 Protocol level

The first approach to secure an electronic transaction is based on placing the securing functionalities on the protocol level. Internet file exchanges over SSL, TLS or S-MIME protocols are examples of protocols securing transactions. 

There are advantages and disadvantages on this approach. On one hand the application is independent on the security solution to be implemented as it is placed on the protocol level but, on the other hand, different security solutions must be considered if the messages can be sent over different network paths, as it undergoes different protocols. 

3.1.2 SOAP envelope

The SOAP envelope constitutes a second approach to place the security of an XML electronic transaction. In this case, the security is placed in an upper level from the protocol one, hence a unified solution can be implemented in all possible transmission scenarios. However, the SOAP envelope might include in a multi-part MIME more than one message. This imply that the digital signature, and in extension any other securing solution, will be generated for all the messages involved in a transaction at the same time (i.e. we are securing the transaction), but it would be not possible to secure some messages and some others not. Taking into account the legal implications of the digital signature, that is to say that messages digitally signed will have legal validity once the proper legislation is approved, we need to bring about a securing solution capable of signing a single message independently of the others.

3.1.3 XML message

Finally, the security can be placed on the application level: the security is contained within the message boundaries and is managed and administrated by the end-to-end application. This is the proposed scenario recommended in this handbook. Following this approach it is possible to secure messages independently, to place different levels of security on different messages in the same transaction, and to specify a standardised and unified solution that it is protocol independent. 

The digital signature is embedded within the message body, as well as the necessary information to validate the signature at the receiver side. Encryption and decryption is also performed at the front-end user application. 

Next figure shows the basic steps to digitally sign and validate an XML message. 
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	Figure  3: Asymmetric encryption-decryption scheme


In this handbook the signature generation and verification are described from a syntax and processing point of view. The signature is based on an asymmetric cryptographic system applied to a digest function of the data to be signed. The encryption and decryption functionalities are also detailed. Digital certificates are used for authentication and key verification operations.

Let us consider the scenario depicted in the previous figure as a representative and generic architecture of all the scenarios undertaken in this guide. First of all, user A calculates the digest function of the data he wants to sign. The result (or digest value) is digitally signed by applying a mathematical transform operation on it, combined with the private user A key. The signed document is (optionally) encrypted to protect the content of the data.

This process (signature generation) is performed for each document. 

Once B receive the messages, he decrypts the encrypted data and passes the decrypted message to the signature verification process block. User B computes the digest value over the document and compares it against the digest value embedded within the digital signature. If both sequences match one to each other, the signature validation is positive and the messages has been received correctly (integrity of the content). If digest values do not mach an error signalling must be output by the validator. To guarantee origin authentication  a digital certificate is used. Optionally, an acknowledge message could be sent to ensure non-repudiation of recipient. 

This guideline complies with the W3C consortium specifications to implement the digital signature and encrypt XML messages and follows the schemas and namespaces defined therein. This handbook also follows the URIs detailed in the W3C recommendations. It is OPTIONAL defining internal XML entities or using namespaces prefix.

Implementing the XML security solution as described in this document is a MUST. However, it is OPTIONAL to include additional protection on the transmitted data by incorporating extra security solutions at any other level of the transaction (i.e. SOAP envelope, protocol level). Applications MUST support the digital signature and encryption methods described in this guideline, and MAY implement other security solutions that shall be negotiated at the beginning of the transaction.

The following assertion sets the basis of the present document. Signature and encryption processes are detailed in next sections.

The recommendation of this guide  is to generate an enveloping signature to sign the entire document -this is a MUST requirement of this guide- and (optionally) encrypt after signature generation the whole document previously signed.

3.1.4 Digital Certificates

A digital certificate is a sequence of data that specifies a unique relation between a trading partner (person or company) and its public key. Using digital certificates it is not possible that a third agent claims to be another partner. It can be understood as the passport in the new technologies age.

There are two major usages of certificates: on one hand, using the certificate of the sender at the receive side we can authenticate the sender’s identity and ensure the non-repudiation of the origin. On the other hand, using the receiver’s certificate at the transmission side we can encrypt the message with the public key of the recipient of the message to provide confidentiality.

The Certification Authority (CA) is an independent, trusted party by all the trading agents, that generates and manages the certificates. It is possible to concatenate several certificates, each one certifying the identity of the previous one.

The content of a certificate may vary from one CA to another. It will include, at least,  the public key and the name of the owner, the expedition
 date and the validity period, a serial number and all the necessary information about the CA. The content that a certificate should include shall be specified in local states legal regulations. The most important characteristic of any certificate is that it is, in turn, digitally signed by the CA (in this way no one can supplant the identity of a CA). To access to the content of a certificate we must first validate that the certificate is correct, that is, the digital signature of the certificate is valid. The certificate includes the algorithms and methods used to create it and required to validate it.

The certificate content structure is defined by the ITU international standard ITU-T X.509, which sets a Public Key Infrastructure, PKI, to manage the contents of any certificate. This document recommends the use of certificates based on X.509v3, additional information can be found in RFC2459. Certificates management are described in next section (4.5): there are different solutions to be implemented:

· It is RECOMMENDED that users exchange their certificates as a first step before any transaction takes place. On forthcoming electronic exchanges only a reference to that certificate will be detailed (i.e. certificate serial number).

· It is RECOMMENDED to support the inclusion of the certificate within the signature (and by extension within the message) itself. This would be an appropriate solution in those cases where a certificate exchange already took place, but for the particular message being sent it is desired to digitally sign it using a different public key, so a different digital certificate must be used during the validation process.

4.- XML DIGITAL SIGNATURE [XMLDIGSIG]

This chapter provides the recommendation to include digital signature functionalities into XML messages. It defines schemas as well as URIs and syntax specifications. Some examples are provided at the end of the chapter.

4.1 Objective

The objective of the digital signature is to ensure the integrity, origin authentication and non-repudiation of message responsibility by the sender in an XML message exchange. To achieve these security solutions a public-private key cryptographic technique is used in combination with digital certificates provided by a third trusted party conforming to X.509v3 certificate recommendations. 

4.2 General Considerations

The digital signature syntax and process complies with W3C specification for XML messages. The XML namespace URI that MUST be used is:

xmlns=”http://www.w3.org/2000/09/xmldsig#”

The digital signature is embedded within the XML message and it is managed at an application level. Applications MUST support this functionality, although MAY implement extra security algorithms. 

XML signatures can be applied to any digital content (data object), such as XML or HTML pages, binary-encoded data such as GIF, XML encoded data (see section 5.-) or XML files. XML signatures may sign parts of the same document, the whole document, different parts of different documents and entire different documents in the same digital signature. The data to be signed can be in the same document or distributed elsewhere. The key point to achieve these spread usage is the use of a reference element in which all data objects to be signed are referenced via URIs (if objects are placed outside de document) or via fragment identifiers (if the data to be signed is local data contained in the same document). 

The XML Signature Syntax and Processing specifications underlie three usages of the digital signature: an enveloped signature is a signature of a document, where the XML signature is itself embedded within the document (signature is a child element of the data object); an enveloping signature is a signature where the signed data is actually embedded within the XML signature structure (signature is a parent element of the data object); a detached signature is a signature where the signed entities (data objects) and the signature are separate from each other (external network resources or data contained in the same document as sibling elements). 

These handbook sets the following issues:

· Only enveloped and enveloping signatures MUST be supported by the application.

· The entire document MUST
 be signed by an enveloping signature.

· Parts of the document MAY also be signed as enveloped or enveloping signatures.

That is, this recommendation leaves open how to add additional signatures to the document (we may sign parts of the document or the whole one, we may apply several signatures one after the other or even in parallel), however as it is explained in 4.3 it is mandatory to use the predefined schemas and processes to generate/validate the digital signature (whatever it signs the whole document or part of it). However, special care must be placed when implementing enveloped signatures to avoid signing the signature itself !

4.2.1 Canonical representation of XML messages

The canonical representation of an XML message allows a transformation to compare documents form a logical point of view. It is possible for XML documents which are equivalent (in the sense of tree structure, content, …) for the purposes of many applications to differ in physical representation. For example, they may differ in their entity structure, attribute ordering, character encoding and white spaces. This is a major drawback for implementing the digital signature as many of these “physical representation” characteristics are parser dependents. Hence, signed documents could fail during the verification process due to “wrong” white space treatment. 

A canonicalization of an XML document is a method for determining whether two documents are identical (in the sense of structure and contents). A canonical form of an XML document is a physical representation of the document where the following changes have been applied:

· The document is encoded in UTF-8

· Line breaks normalised to #xA on input, before parsing

· Attribute values are normalised

· Character and parsed entities are replaced

· CDATA sections are replaced by their character content

· XML declaration and document type declaration (DTD) are removed

· Empty elements are converted to start-end tag pairs

· White space outside of the document element and within start and end tags is normalised 

· All white space within character content is retained

· Attribute value delimiters are set to quotation marks (double quotes)

· Special characters in attributes values and character content are replaced by character references

· Superfluous namespace declarations are removed from each element

· Default attributes are added to each element

· Lexicographic order is imposed on the namespace declarations and attributes of each element

The reader is referred to [3] for further information on this canonicalization method.

A digital signature over the canonical form of an XML document or document subset would allow the signature digest calculations to be oblivious to changes in the original document's physical representation, provided that the changes are defined to be logically equivalent by the XML 1.0 or Namespaces in XML. During signature generation, the digest is computed over the canonical form of the document. The document is then transferred to the relying party, which validates the signature by reading the document and computing a digest of the canonical form of the received document. The equivalence of the digests computed by the signing and relying parties (and hence the equivalence of the canonical forms over which they were computed) ensures that the information content of the document has not been altered since it was signed.

4.3 XML signature specification (tags and formats)

XML signatures are applied to arbitrary digital content (data objects) via an indirection (reference). Data objects are digested, the resulting value placed in an element (with other information) and that element is then canonicalized, digested and digitally signed. XML digital signatures are represented by the Signature element which has de following structure
:

<Signature Id?>

  <SignedInfo>

      <CanonicalizationMethod/>

      <SignatureMethod/>

      (<Reference URI?>

         (<Transforms>)?

         <DigestMethod>

         <DigestValue>

      </Reference>)+

   </SignedInfo>

   <SignatureValue>

   (<KeyInfo>)?

   (<Object Id?>)*

</Signature>

The Id attribute value/name may co-exist with other elements with Id attributes in a single XML document and should be chosen such that there are no subsequent collisions with other Id attributes: they must be unique. 

4.3.1 XML signature schema

The schema for the XML signature provided by the W3C consortium is listed below. Note that this schema supports all signatures functionalities and capabilities, some of them not used in this handbook.
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4.3.2 The SignedInfo element

The SignedInfo element contains the information that is actually signed. It includes the canonicalization algorithm, the signature algorithm and one or more references to the data objects that are signed.

The validation process consists of two mandatory processes: validation of the signature and validation of each reference digest values (see section 4.4.2).

A SignedInfo element can be signed and referenced by other objects via the Id attribute.

4.3.2.1 The CanonicalizationMethod element

This element specifies the algorithm used to canonicalize the SignedInfo element before it is digested during the signature generation operation.

The only accepted canonicalization method is:

· Canonical XML (omits comments) 

Algorithm=”http://www.w3.org/TR/2001/REC-xml-c14n-20010315”

4.3.2.2 The SignatureMethod element

This element specifies the algorithm used to convert the canonicalized SignedInfo element into the SignatureValue. The signature generation combines a digest algorithm and a key dependent algorithm. 

The signature identifiers that MUST be supported are:

· DSA – SHA1 

Algorithm=”http://www.w3.org/2000/09/xmldsig#dsa-sha1”

· RSA – SHA1 

Algorithm=http://www.w3.org/2000/09/xmldsig#rsa-sha1
· RSA – RIPEMD160  (non-normative, see reference [5])

Algorithm= http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160
This element is included within the SignedInfo element and hence it is also signed. By doing so extra security is placed on the digital XML signature because the algorithm names can resist attacks on them.

4.3.2.2.1 HMAC – Keyed-Hashing for Message Authentication

Additionally to the aforementioned signature elements (RSA and DSA), Message Authentication Codes (MAC) of type "hash function-based" (RFC2104) SHOULD be implemented according to W3C specifications on XML Signature Syntax and Processing. MAC algorithms are authentication schemes based on symmetric keys, unlike digital signatures which are based on asymmetric key pairs. Clearly this algorithms are useless for the purposes of this document (which attempts to digitally sign de data via asymmetric algorithms). However, W3C specifies that an application MUST support these functionalities. 

The output of the HMAC algorithm is ultimately the output (possibly truncated) of a chosen digest algorithm. The truncation length is specified in a child element (HMACOutputLength) of the SignatureMethod element.

The identifier that must be used is:

· HMAC-SHA1 

Algorithm=”http://www.w3.org/2000/09/xmldsig#hmac-sha1”

The reader is referred to XML Signature Syntax and Processing for a complete specification of this algorithm. 

4.3.2.3 The Reference element

Each of this elements (it may occur one or more times) include a reference (in the Algorithm attribute) to the object data that will be signed via URIs identifiers or local fragments identifiers. 

Examples of URI usage:

· Identify an internal element within the XML resource (the document) with Id= infotosign.

(used to reference the object to be signed for enveloping signatures)

URI=”#infotosign”

· Identify the node-set that contains the signature

(used for enveloped signatures)

URI=””

· Identify an external resource

URI=”http://www.example.com/document.xml”

· Identify an element in an external resource

URI=”http://www.example.com/document.xml#infotosign”

The Reference elements also specify the digest method and the digest value calculated over the referenced object data. If a transformation is to be applied before the digest operation, it is also detailed within this element.

4.3.2.3.1 The Transforms element

The Transforms element specifies (using the Algorithm attribute) a list of processing steps that must be applied to the resources referenced by the Algorithm attribute of the Reference element before the digest calculation.

This handbook does not consider the use of the Transforms element unless enveloped signatures are used. In order to prevent the Signature element of an enveloped signature to be itself signed, the enveloped signature transform remove it prior the digest is applied. More concisely, an enveloped signature transformation referenced in an element Transforms T, remove the whole Signature element containing that Transform element T from the digest calculation of the Reference element (via Algorithm attribute) containing Transforms element T.

The identifier for this transform that MUST be implemented for enveloped signatures is:

· Enveloped Signatures Transform 

Algorithm=”http://www.w3.org/2000/09/xmldsig#enveloped-signature”

For enveloping signatures the Transform element is not used.

Transform element to decrypt encrypted data:
Algorithm="http://www.w3.org/2001/04/decrypt#"
This algorithm for transforms is specified in the W3C Candidate Recommendation "Decryption transform for XML Signatures". The objective of this transform is to inform the signature validation parser that data must be previously decrypted. This Candidate Recommendation also specifies an Except element to indicate which EncryptedData elements must not be decrypted before signature generation (i.e. those elements that were "encrypted-then-signed"). 

In this guide, however, we propose to always "sign-then-encrypt" the data elements. As it is not expected that additional parties include signature and encryption elements in a two trading partners relationship (a buyer sends an Order to the seller), all encrypted elements will be those introduced by the buyer during the generation of the document. Hence, the receiver (seller) decrypts all encrypted elements and then validate the signature. If this is assumed as the default process, the above transform algorithm is not necessary. Anyway, it is OPTIONAL to indicate it.

A transform can be accomplished by an XPath transformation.

4.3.2.3.2 The DigestMethod element

This element specifies the digest algorithm applied to the data object referenced in the Algorithm attribute of the Reference element that must be used to compute the DigestValue.

The digest algorithms supported are:

· SHA1 (URI defined in XML Signature Syntax and Processing)

Algorithm=”http://www.w3.org/2000/09/xmldsig#sha1”

· RIPEMD-160 (URI defined in XML Encryption Syntax and Processing)

Algorithm=”http://www.w3.org/2001/04/xmlenc#ripemd160”

4.3.2.3.3 The DigestValue element

This element contains the encoded value of the digest. The digest is always encoded using base64 (ANNEX I.-)

4.3.3 The SignatureValue element

This element contains the actual value of the digital signature. It is always encoded using base64 (see ANNEX I.-).

Please, refer to W3C recommendation "XML-Signature Syntax and Processing" and reference contained therein (RFC2437) for additional information on the content of this element for DSA and RSA algorithms (section 6.4.1 and 6.4.2 respectively). For example, the DSA output pair of integers parameter (r,s) are placed in the signature value as the result of the base64 encoding of the concatenation of two octet-streams that respectively result from the octet-encoding of the values r and s in that order. Integer to octet-stream conversion must be done according to the I2OSP operation defined in the RFC 2437 specification with a l parameter equal to 20.

4.3.4 The KeyInfo element

The KeyInfo element indicates the key to be used to validate the signature. It might include a  certificate, a serial or reference number or key names. The usage of this element to include digital certificates is explained in detail in section 4.5 (element X509Data). Herein this section we describe how to include the key reference and signature algorithm parameters for DSA and RSA signature methods (KeyValue element). The rest of the elements that might contain the KeyInfo element are not used in this handbook.

It is OPTIONAL for the user to include a Reference element that references the KeyInfo element to sign it during signature generation. Note that there are no undesirable side effects by doing so: the Reference Validation will validate the KeyInfo element and the Signature Validation will validate the signed information using the KeyInfo element as parsed (they are orthogonal validation processes to KeyInfo).

4.3.4.1 The KeyName element

This element contains a string value which may be used to communicate a key identifier to the recipient. Typically, it contains an identifier related to the key pair used to sign the data objects, but it also may contain other indirect identifiers that specify the pair of keys used (examples could be a simple string name, an email address and a key index).

4.3.4.2 The KeyValue element

It contains the key information required to validate the signature. DSA and RSA values are defined via DSAKeyValue and RSAKeyValue as child elements of KeyValue element.

4.3.4.2.1 The DSAKeyValue element

DSA public key values are specified in this element using the following child elements (fields): 

<P>   contains the P value of the DSA, 

<Q>   contains Q value of the DSA.

<Y>   result of G**X mod P (where X is part of the private key and not made public)

Additional DSA values can be the G value <G>, the seed prime generator value <seed>, the J value <J> and the DSA prime generation counter <pgenCounter>.

Please, refer to W3C recommendation "XML-Signature Syntax and Processing" and reference contained therein for additional information on this element and its parameters (section 4.4.2.1 and 6.4.1).  

4.3.4.2.2 The RSAKeyValue element

RSA public key values have two values which are specified in this element using the following child elements (fields): 

<Modulus>   contains the Modulus value, 

<Exponent>   contains Exponent value.

Arbitrary-length integers (such as RSA modulus) are represented in XML as octet strings as defined in CryptoBinary type (ANNEX I.-).

4.3.4.3 Please, refer to W3C recommendation "XML-Signature Syntax and Processing" and reference contained therein for additional information on this element and its parameters (section 4.4.2.2 and 6.4.2).The RetrievalMethod element

This element within KeyInfo element may be used to identify a reference to KeyInfo information stored outside the Signature element. This would allow, for instance, to identify a X509 certificate chain already stored remotely outside the XML resource. The identification is carried out by URIs reference in an URI attribute. 

This element can also be used to reference a single X.509 certificate. The Type attribute should take the following values:

· Indicate a binary X.509 certificate

Type=”http://www.w3.org/2000/09/xmldsig#rawX509Certificate”

· X509Data element

Type=”http://www.w3.org/2001/04/xmlenc#X509Data”

4.3.4.4 The X509Data element

It contains identifiers of keys or X509 certificates. It is described in 4.5.

4.3.5 The Object element

It is an optional element for including data objects within the signature element. It is used for enveloping signatures. The data object to be signed is placed within the object element.

Additional XML security URIs for signature methods, digest functions and HMAC algorithms can be found in (draft document) are detailed in [5].

4.4 Create and Validate Digital Signatures (Processing Rules)

Here is an overview of how to create an XML signature and how to validate it. These steps apply to both, enveloping and enveloped signatures (they could even apply to detached signatures).

4.4.1 Create an XML Signature

1) Determine which resources are to be signed and identify them through a Uniform Resource Identifier (URI):

2) Calculate the digest of each resource and construct the Reference element by specifying each resource in the Algorithm attribute and place its digest in the DigestValue element. Include the proper information used by the digest function in the DigestMethod element. Note that the digest is calculated on the identified resource and not on the Reference element itself.

If a transformation is to be applied to the resource before the digest calculation, it must be identified in the Transforms element. It is not considered in this guide the use of Transforms element for enveloping signatures, and only one transformation is allowed for enveloped signatures (section 4.3.2.3.1)

3) Collect the Reference elements within a SignedInfo element. Add the SignatureMethod and CanonicalizationMethod elements.
4) Canonicalize and calculate the SignatureValue over SignedInfo based on algorithms specified in SignedInfo. 

First compute the canonicalization of the SignedInfo element. Once this canonical XML from is obtained, calculate the digest of the canonized SignedInfo and sign the digest. Put the signature in a SignatureValue element. 

Note that the algorithms used in calculating the SignatureValue are also included in the signed information while the SignatureValue element is outside the SignedInfo, which in turn contains the signature methods.

5) Generate the key information using the KeyInfo element.

6) Construct the Signature element that includes SignedInfo, SignatureValue, KeyInfo and, optionally, the Object elements.

The Signature element comprises the XML signature.

If the signature is an enveloping signature, then include the data objects referenced within the Object element. If it is an enveloped signature do not include the Object element.

4.4.2 Validate an XML Signature

The verification process of the XML signature is a REQUIRED 2-step process:

1) Signature Validation: Validate the signature of the SignedInfo element.

Use the KeyInfo element to gather key and certificate information.

Obtain the canonical form of the SignedInfo using the CanonicalizationMethod element information.

Recalculate the digest of the canonical form of the SignedInfo element using the digest-signature algorithm specified in the SignatureMethod element and use the public verification key to verify that the value of the SignatureValue element is correct for the digest of the canonical form of the SignedInfo element. 

2) Reference Validation: Validate the DigestValue of each Reference elements.

If the SignedInfo element verification succeeds, recalculate the digests of the references contained within the SignedInfo element using the DigestMethod specified in each Reference element, and compare them against the DigestValue element data. 

If both steps give positive validation, then the XML signature is verified and validated.

4.5 Using Certificates

The certificates information is conveyed in the X509Data element of the KeyInfo (parent) element.

At least one element from the following set of elements must be present (multiple elements within a X509Data elements are allowed if and only if each of them is related to the same certificate):

	<X509IssuerSerial>
	Contains the issuer name and serial number of the X.509 certificate. The name is contained in the child element <X509IssuerName> and the serial number in the <X509SerialNumber>.

	<X509SubjectName>
	Contains an X.509 subject name.

	<X509SKI>
	Contains the base64 encoded plain value of a X.509v3 SubjectKeyIdentifier extension.

	<X509Certificate>
	Contains a base64 encoded certificate.

	<X509CRL>
	Contains a base64 encoded certificate revocation list.


All information regarding a certificate must be grouped in a single X509Data element.

In this handbook three possibilities are considered:

1. Include the certificate (X509Certificate element) within the X509Data element in the KeyInfo parent element. In all transactions the certificate is embedded in the signature element. This would allow easy management of different certificates by the sender of the message (each time the certificate being used in sent), since it would not be the responsibility of the receiver to store and maintain a list of his partners’ certificates.

2. Only reference the certificate using the X509SubjectName and/or X509IssuerSerial elements. This implementation implies that users and trading partners have exchanged their certificates before any transaction. Each user maintains an updated list of the certificates associated to his partners in his local informatics’ infrastructure.

3. Use the RetrievalMethod to reference the external stored certificate that has to be used.

Whenever multiple certificates occur (certificate chain), they are all included within the same X505Data element in successive X509Certificate elements. At least one of these certificates must contain the public key that verifies the signature. It could also be possible to use the RetrievalMethod element to identify the X.509 certificate chain located in a local storage medium.

4.6 Examples

Examples are provided in this section to clarify the use of the digital signature. Most of the examples are enveloping signatures, since they are a MUST specification of this guide. Additional examples of enveloped signatures and signatures signing parts of the document are provided as additional information resources for clarification purposes. 

The examples from 4.6.1 to 4.6.4 are key usage examples and clarify the use of the digital signature as recommended in this guide. The following examples are also supported by the recommendations given in this guide, however they require higher processing then the previous ones (i.e. enveloped signatures require an enveloped-signature transformation 4.6.6 and 4.6.7) or implement more complex solutions than the first ones (i.e. to sign the whole document using many references 4.6.8). The examples 4.6.9 and 4.6.10 are usage examples of certificate chain management.  

Note that all the examples contained herein are not real, that is: the certificates, digest values and signature values are not real values obtained from applying the corresponding algorithm to the data, and they should be understood as merely examples of signature elements usage.

4.6.1 Enveloping Signature DSA without included certificate (referenced certificate)

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

    <Reference URI="#object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    qUADDMHZkyebvRdLs+6Dv7RvgMLRlUaDB4Q9yn9XoJA79a2882ffTg==

  </SignatureValue>

  <KeyInfo>

    <KeyValue>

      <DSAKeyValue>

        <P>

          2iY3w062sDB3/DIlLWOeG9+4UpmDZ0dyqRk9dLlNQ6qaXI7tOrjdIhm6n/eOw45A

          QtuYSp6spCt9cQcNBAj22KvygvfJIIXX9sSQrugfGqifeSvY3VX5Sd1j+z0MSZ/n

          5jNt88uh2C11SAqX6nrXTY/1RwkoWRN23SYhOlaG0hU=

        </P>

        <Q>

          9B5ypLY9pMOmtxCeTDHgwdNFeGs=

        </Q>

        <G>

          MuGAlqeB1ax+vyO2+Osubjhl7pHxLu47RIH+/M52DjESA9KMSrwzsYx8yNR2WooB

          yrE0t6fu0VncK7UK8olO4t7wpv2z4AFQPRVCKFwo0qgn5aKIkICGMlrRy81avb27

          wGcWothx3iPPMtFXtoDqK0JItaI9R8zc1msFhM1GKMY=

        </G>

        <Y>

          ctA8YGxrtngg/zKVvqEOefnwmViFztcnPBYPlJsvh6yKI4iDm68fnp4Mi3RrJ6bZ

          AygFrUIQLxLjV+OJtgJAEto0xAs+Mehuq1DkSFEpP3oDzCTOsrOiS1DwQe4oIb7z

          Vk/9l7aPtJMHW0LVlMdwZNFNNJoqMcT2ZfCPrfvYvQ0=

        </Y>

      </DSAKeyValue>

    </KeyValue>

    <X509Data>

      <X509SubjectName>

        CN=Merlin Hughes,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

      </X509SubjectName>

      <X509IssuerSerial>

        <X509IssuerName>

          CN=Test DSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

        </X509IssuerName>

        <X509SerialNumber>970849936</X509SerialNumber>

      </X509IssuerSerial>

    </X509Data>

  </KeyInfo>

  <Object Id="object">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>



4.6.2 Enveloping signature RSA-SHA-1 without included certificate (referenced certificate)

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

    <Reference URI="object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    juS5RhJ884qoFR8flVXd/rbrSDVGn40CapgB7qeQiT+rr0NekEQ6BHhUA8dT3+BC

    TBUQI0dBjlml9lwzENXvS83zRECjzXbMRTUtVZiPZG2pqKPnL2YU3A9645UCjTXU

    +jgFumv7k78hieAGDzNci+PQ9KRmm//icT7JaYztgt4=

  </SignatureValue>

  <KeyInfo>

    <KeyValue>

      <RSAKeyValue>

        <Modulus>

          uCiukpgOaOmrq1fPUTH3CAXxuFmPjsmS4jnTKxrv0w1JKcXtJ2M3akaV1d/karvJ

          lmeao20jNy9r+/vKwibjM77F+3bIkeMEGmAIUnFciJkR+ihO7b4cTuYnEi8xHtu4

          iMn6GODBoEzqFQYdd8p4vrZBsvs44nTrS8qyyhba648=

        </Modulus>

        <Exponent>

          AQAB

        </Exponent>

      </RSAKeyValue>

    </KeyValue>

    <X509Data>

      <X509IssuerSerial>

        <X509IssuerName>

          CN=Test RSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

        </X509IssuerName>

        <X509SerialNumber>970849928</X509SerialNumber>

      </X509IssuerSerial>

    </X509Data>

  </KeyInfo>

  <Object Id="object">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>



4.6.3 Signature DSA with included certificate

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

    <Reference URI="#object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>7/XTsHaBSOnJ/jXD5v0zL6VKYsk=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    SVsFIWuARkAaD9HZXhNASHShx38UZiDS3IsIb2DS1eBUdD4V70E6MA==

  </SignatureValue>

  <KeyInfo>

    <KeyValue>

      <DSAKeyValue>

        <P>

          rFto8uPQM6y34FLPmDh40BLJ1rVrC8VeRquuhPZ6jYNFkQuwxnu/wCvIAMhukPBL

          FET8bJf/b2ef+oqxZajEb+88zlZoyG8g/wMfDBHTxz+CnowLahnCCTYBp5kt7G8q

          UobJuvjylwj1st7V9Lsu03iXMXtbiriUjFa5gURasN8=

        </P>

        <Q>

          kEjAFpCe4lcUOdwphpzf+tBaUds=

        </Q>

        <G>

          oe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOWtKXeNK9FS7dWStreDxo2

          SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTELh98mEocsLXkNh24HcH4

          BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqw=

        </G>

        <Y>

          pA5NnZvcd574WRXuOA7ZfC/7Lqt4cB0MRLWtHubtJoVOao9ib5ry4rTk0r6ddnOv

          AIGKktutzK3ymvKleS3DOrwZQgJ+/BDWDW8kO9R66o6rdjiSobBi/0c2V1+dkqOg

          jFmKz395mvCOZGhC7fqAVhHat2EjGPMfgSZyABa7+1k=

        </Y>

      </DSAKeyValue>

    </KeyValue>

    <X509Data>

      <X509Certificate>

        MIIDbTCCAyygAwIBAgIGAOCdrKxkMAkGByqGSM44BAMwezELMAkGA1UEBhMCSUUx

        DzANBgNVBAgTBkR1YmxpbjElMCMGA1UEChMcQmFsdGltb3JlIFRlY2hub2xvZ2ll

        cywgTHRkLjERMA8GA1UECxMIWC9TZWN1cmUxITAfBgNVBAMTGFgvU2VjdXJlIDEw

        MjQtYml0IERTQSBDQTAeFw0wMDA3MjcxNzEzMzNaFw0wMTA3MjcxNzEzMjZaMHwx

        CzAJBgNVBAYTAklFMQ8wDQYDVQQIEwZEdWJsaW4xJTAjBgNVBAoTHEJhbHRpbW9y

        ZSBUZWNobm9sb2dpZXMsIEx0ZC4xETAPBgNVBAsTCFgvU2VjdXJlMSIwIAYDVQQD

        ExlYL1NlY3VyZSAxMDI0LWJpdCBEU0EgY3J0MIIBuDCCASwGByqGSM44BAEwggEf

        AoGBAKxbaPLj0DOst+BSz5g4eNASyda1awvFXkarroT2eo2DRZELsMZ7v8AryADI

        bpDwSxRE/GyX/29nn/qKsWWoxG/vPM5WaMhvIP8DHwwR08c/gp6MC2oZwgk2AaeZ

        LexvKlKGybr48pcI9bLe1fS7LtN4lzF7W4q4lIxWuYFEWrDfAhUAkEjAFpCe4lcU

        Odwphpzf+tBaUdsCgYEAoe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOW

        tKXeNK9FS7dWStreDxo2SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTE

        Lh98mEocsLXkNh24HcH4BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqwD

        gYUAAoGBAKQOTZ2b3Hee+FkV7jgO2Xwv+y6reHAdDES1rR7m7SaFTmqPYm+a8uK0

        5NK+nXZzrwCBipLbrcyt8prypXktwzq8GUICfvwQ1g1vJDvUeuqOq3Y4kqGwYv9H

        NldfnZKjoIxZis9/eZrwjmRoQu36gFYR2rdhIxjzH4EmcgAWu/tZozswOTAPBgNV

        HQ8BAf8EBQMDAIAAMBEGA1UdDgQKBAiA4IML4dndEDATBgNVHSMEDDAKgAiHoMnY

        nDxZUDAJBgcqhkjOOAQDAzAAMC0CFQCEXa1E2ueJ8WMX5nP1lCcBWhxC2wIUGUCB

        b6M6Oj3NQAJbnZsdY63rKa0=

      </X509Certificate>

    </X509Data>

  </KeyInfo>

  <Object Id="object">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>



4.6.4 Signature RSA-SHA-1 with included certificate

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

    <Reference URI="object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    juS5RhJ884qoFR8flVXd/rbrSDVGn40CapgB7qeQiT+rr0NekEQ6BHhUA8dT3+BC

    TBUQI0dBjlml9lwzENXvS83zRECjzXbMRTUtVZiPZG2pqKPnL2YU3A9645UCjTXU

    +jgFumv7k78hieAGDzNci+PQ9KRmm//icT7JaYztgt4=

  </SignatureValue>

  <KeyInfo>

    <KeyValue>

      <RSAKeyValue>

        <Modulus>

          uCiukpgOaOmrq1fPUTH3CAXxuFmPjsmS4jnTKxrv0w1JKcXtJ2M3akaV1d/karvJ

          lmeao20jNy9r+/vKwibjM77F+3bIkeMEGmAIUnFciJkR+ihO7b4cTuYnEi8xHtu4

          iMn6GODBoEzqFQYdd8p4vrZBsvs44nTrS8qyyhba648=

        </Modulus>

        <Exponent>

          AQAB

        </Exponent>

      </RSAKeyValue>

    </KeyValue>

    <X509Data>

      <X509SubjectName>

        CN=Merlin Hughes,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

      </X509SubjectName>

      <X509IssuerSerial>

        <X509IssuerName>

          CN=Test RSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

        </X509IssuerName>

        <X509SerialNumber>970849928</X509SerialNumber>

      </X509IssuerSerial>

      <X509Certificate>

        MIICeDCCAeGgAwIBAgIEOd3+iDANBgkqhkiG9w0BAQQFADBbMQswCQYDVQQGEwJJ

        RTEPMA0GA1UECBMGRHVibGluMSUwIwYDVQQKExxCYWx0aW1vcmUgVGVjaG5vbG9n

        aWVzLCBMdGQuMRQwEgYDVQQDEwtUZXN0IFJTQSBDQTAeFw0wMDEwMDYxNjMyMDda

        Fw0wMTEwMDYxNjMyMDRaMF0xCzAJBgNVBAYTAklFMQ8wDQYDVQQIEwZEdWJsaW4x

        JTAjBgNVBAoTHEJhbHRpbW9yZSBUZWNobm9sb2dpZXMsIEx0ZC4xFjAUBgNVBAMT

        DU1lcmxpbiBIdWdoZXMwgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBALgorpKY

        Dmjpq6tXz1Ex9wgF8bhZj47JkuI50ysa79MNSSnF7SdjN2pGldXf5Gq7yZZnmqNt

        Izcva/v7ysIm4zO+xft2yJHjBBpgCFJxXIiZEfooTu2+HE7mJxIvMR7buIjJ+hjg

        waBM6hUGHXfKeL62QbL7OOJ060vKssoW2uuPAgMBAAGjRzBFMB4GA1UdEQQXMBWB

        E21lcmxpbkBiYWx0aW1vcmUuaWUwDgYDVR0PAQH/BAQDAgeAMBMGA1UdIwQMMAqA

        CEngrZIVgu03MA0GCSqGSIb3DQEBBAUAA4GBAHJu4JVq/WnXK2oqqfLWqes5vHOt

        fX/ZhCjFyDMhzslI8am62gZedwZ9IIZIwlNRMvEDQB2zds/eEBnIAQPl/yRLCLOf

        ZnbA8PXrbFP5igs3qQWScBUjZVjik748HU2sUVZOa90c0mJl2vJs/RwyLW7/uCAf

        C/I/k9xGr7fneoIW

      </X509Certificate>

    </X509Data>

  </KeyInfo>

  <Object Id="object">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>



4.6.5 Signature DSA without included certificate (RetrievalMethod)

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

    <Reference URI="#object-1">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    SNB5FI193RFXoG2j8Z9bXWgW7BMPICqNob4Hjh08oou4tkhGxz4+pg==

  </SignatureValue>

  <KeyInfo>

    <RetrievalMethod Type="http://www.w3.org/2000/09/xmldsig#rawX509Certificate" URI="my_certificate_directory/certs/pedroCType2.crt" />

  </KeyInfo>

  <Object Id="object-1">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>



4.6.6 Enveloped signature example 1

<?xml version="1.0" encoding="UTF-8"?>

<invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

      <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

      <Reference URI="">

        <Transforms>

          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

        </Transforms>

        <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

        <DigestValue>K8M/lPbKnuMDsO0Uzuj75lQtzQI=</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>

      DpEylhQoiUKBoKWmYfajXO7LZxiDYgVtUtCNyTgwZgoChzorA2nhkQ==

    </SignatureValue>

    <KeyInfo>

      <KeyValue>

        <DSAKeyValue>

          <P>

            rFto8uPQM6y34FLPmDh40BLJ1rVrC8VeRquuhPZ6jYNFkQuwxnu/wCvIAMhukPBL

            FET8bJf/b2ef+oqxZajEb+88zlZoyG8g/wMfDBHTxz+CnowLahnCCTYBp5kt7G8q

            UobJuvjylwj1st7V9Lsu03iXMXtbiriUjFa5gURasN8=

          </P>

          <Q>

            kEjAFpCe4lcUOdwphpzf+tBaUds=

          </Q>

          <G>

            oe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOWtKXeNK9FS7dWStreDxo2

            SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTELh98mEocsLXkNh24HcH4

            BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqw=

          </G>

          <Y>

            pA5NnZvcd574WRXuOA7ZfC/7Lqt4cB0MRLWtHubtJoVOao9ib5ry4rTk0r6ddnOv

            AIGKktutzK3ymvKleS3DOrwZQgJ+/BDWDW8kO9R66o6rdjiSobBi/0c2V1+dkqOg

            jFmKz395mvCOZGhC7fqAVhHat2EjGPMfgSZyABa7+1k=

          </Y>

        </DSAKeyValue>

      </KeyValue>

      <X509Data>

        <X509Certificate>

          MIIDbTCCAyygAwIBAgIGAOCdrKxkMAkGByqGSM44BAMwezELMAkGA1UEBhMCSUUx

          DzANBgNVBAgTBkR1YmxpbjElMCMGA1UEChMcQmFsdGltb3JlIFRlY2hub2xvZ2ll

          cywgTHRkLjERMA8GA1UECxMIWC9TZWN1cmUxITAfBgNVBAMTGFgvU2VjdXJlIDEw

          MjQtYml0IERTQSBDQTAeFw0wMDA3MjcxNzEzMzNaFw0wMTA3MjcxNzEzMjZaMHwx

          CzAJBgNVBAYTAklFMQ8wDQYDVQQIEwZEdWJsaW4xJTAjBgNVBAoTHEJhbHRpbW9y

          ZSBUZWNobm9sb2dpZXMsIEx0ZC4xETAPBgNVBAsTCFgvU2VjdXJlMSIwIAYDVQQD

          ExlYL1NlY3VyZSAxMDI0LWJpdCBEU0EgY3J0MIIBuDCCASwGByqGSM44BAEwggEf

          AoGBAKxbaPLj0DOst+BSz5g4eNASyda1awvFXkarroT2eo2DRZELsMZ7v8AryADI

          bpDwSxRE/GyX/29nn/qKsWWoxG/vPM5WaMhvIP8DHwwR08c/gp6MC2oZwgk2AaeZ

          LexvKlKGybr48pcI9bLe1fS7LtN4lzF7W4q4lIxWuYFEWrDfAhUAkEjAFpCe4lcU

          Odwphpzf+tBaUdsCgYEAoe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOW

          tKXeNK9FS7dWStreDxo2SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTE

          Lh98mEocsLXkNh24HcH4BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqwD

          gYUAAoGBAKQOTZ2b3Hee+FkV7jgO2Xwv+y6reHAdDES1rR7m7SaFTmqPYm+a8uK0

          5NK+nXZzrwCBipLbrcyt8prypXktwzq8GUICfvwQ1g1vJDvUeuqOq3Y4kqGwYv9H

          NldfnZKjoIxZis9/eZrwjmRoQu36gFYR2rdhIxjzH4EmcgAWu/tZozswOTAPBgNV

          HQ8BAf8EBQMDAIAAMBEGA1UdDgQKBAiA4IML4dndEDATBgNVHSMEDDAKgAiHoMnY

          nDxZUDAJBgcqhkjOOAQDAzAAMC0CFQCEXa1E2ueJ8WMX5nP1lCcBWhxC2wIUGUCB

          b6M6Oj3NQAJbnZsdY63rKa0=

        </X509Certificate>

      </X509Data>

    </KeyInfo>

  </Signature>

  ... rest of the document (invoic) ...

</invoicxml>



4.6.7 Enveloped signature example 2

securityinformation and documentdata elements are not normative. They have been included as examples.

<?xml version="1.0" encoding="UTF-8"?>

<invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

      <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

      <Reference URI="">

        <Transforms>

          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

        </Transforms>

        <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

        <DigestValue>K8M/lPbKnuMDsO0Uzuj75lQtzQI=</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>

      DpEylhQoiUKBoKWmYfajXO7LZxiDYgVtUtCNyTgwZgoChzorA2nhkQ==

    </SignatureValue>

    <KeyInfo>

      <KeyValue>

        <DSAKeyValue>

          <P>

            rFto8uPQM6y34FLPmDh40BLJ1rVrC8VeRquuhPZ6jYNFkQuwxnu/wCvIAMhukPBL

            FET8bJf/b2ef+oqxZajEb+88zlZoyG8g/wMfDBHTxz+CnowLahnCCTYBp5kt7G8q

            UobJuvjylwj1st7V9Lsu03iXMXtbiriUjFa5gURasN8=

          </P>

          <Q>

            kEjAFpCe4lcUOdwphpzf+tBaUds=

          </Q>

          <G>

            oe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOWtKXeNK9FS7dWStreDxo2

            SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTELh98mEocsLXkNh24HcH4

            BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqw=

          </G>

          <Y>

            pA5NnZvcd574WRXuOA7ZfC/7Lqt4cB0MRLWtHubtJoVOao9ib5ry4rTk0r6ddnOv

            AIGKktutzK3ymvKleS3DOrwZQgJ+/BDWDW8kO9R66o6rdjiSobBi/0c2V1+dkqOg

            jFmKz395mvCOZGhC7fqAVhHat2EjGPMfgSZyABa7+1k=

          </Y>

        </DSAKeyValue>

      </KeyValue>

      <X509Data>

        <X509Certificate>

          MIIDbTCCAyygAwIBAgIGAOCdrKxkMAkGByqGSM44BAMwezELMAkGA1UEBhMCSUUx

          DzANBgNVBAgTBkR1YmxpbjElMCMGA1UEChMcQmFsdGltb3JlIFRlY2hub2xvZ2ll

          cywgTHRkLjERMA8GA1UECxMIWC9TZWN1cmUxITAfBgNVBAMTGFgvU2VjdXJlIDEw

          MjQtYml0IERTQSBDQTAeFw0wMDA3MjcxNzEzMzNaFw0wMTA3MjcxNzEzMjZaMHwx

          CzAJBgNVBAYTAklFMQ8wDQYDVQQIEwZEdWJsaW4xJTAjBgNVBAoTHEJhbHRpbW9y

          ZSBUZWNobm9sb2dpZXMsIEx0ZC4xETAPBgNVBAsTCFgvU2VjdXJlMSIwIAYDVQQD

          ExlYL1NlY3VyZSAxMDI0LWJpdCBEU0EgY3J0MIIBuDCCASwGByqGSM44BAEwggEf

          AoGBAKxbaPLj0DOst+BSz5g4eNASyda1awvFXkarroT2eo2DRZELsMZ7v8AryADI

          bpDwSxRE/GyX/29nn/qKsWWoxG/vPM5WaMhvIP8DHwwR08c/gp6MC2oZwgk2AaeZ

          LexvKlKGybr48pcI9bLe1fS7LtN4lzF7W4q4lIxWuYFEWrDfAhUAkEjAFpCe4lcU

          Odwphpzf+tBaUdsCgYEAoe14R2OtyKx+s+60O5BRNMOYpIg2TU/f15N3bsDErKOW

          tKXeNK9FS7dWStreDxo2SSgOonqAd4FuJ/4uva7GgNL4ULIqY7E+mW5iwJ7n/WTE

          Lh98mEocsLXkNh24HcH4BZfSCTruuzmCyjdV1KSqX/Eux04HfCWYmdxN3SQ/qqwD

          gYUAAoGBAKQOTZ2b3Hee+FkV7jgO2Xwv+y6reHAdDES1rR7m7SaFTmqPYm+a8uK0

          5NK+nXZzrwCBipLbrcyt8prypXktwzq8GUICfvwQ1g1vJDvUeuqOq3Y4kqGwYv9H

          NldfnZKjoIxZis9/eZrwjmRoQu36gFYR2rdhIxjzH4EmcgAWu/tZozswOTAPBgNV

          HQ8BAf8EBQMDAIAAMBEGA1UdDgQKBAiA4IML4dndEDATBgNVHSMEDDAKgAiHoMnY

          nDxZUDAJBgcqhkjOOAQDAzAAMC0CFQCEXa1E2ueJ8WMX5nP1lCcBWhxC2wIUGUCB

          b6M6Oj3NQAJbnZsdY63rKa0=

        </X509Certificate>

      </X509Data>

    </KeyInfo>

  </Signature>

  ... rest of the document (invoic) ...

</invoicxml>



4.6.8 Partially signed document

<?xml version="1.0" encoding="ISO-8859-1" ?>

<invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

     <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

       <SignedInfo>

         <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

         <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

         <Reference URI="#nad1">

           <Transforms>

             <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

           </Transforms>

           <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

           <DigestValue>K8M/lPbKnuMDsO0Uzuj75lQtzQI=</DigestValue>

         </Reference>

         <Reference URI="#nad2">

           <Transforms>

             <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

           </Transforms>

           <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

           <DigestValue>K3rtFssM/lPbKnuMDsOFsadasdI=</DigestValue>

         </Reference>

         <Reference URI="#import1">

           <Transforms>

             <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

           </Transforms>

           <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

           <DigestValue>K8M/lPbKnkjzajKj7nsa2lk22haQm</DigestValue>

         </Reference>

       </SignedInfo>

       <SignatureValue>

         DpEylhQoiUKBoKWmYfajXO7LZxiDYgVtUtCNyTgwZgoChzorA2nhkQ==

       </SignatureValue>

       <KeyInfo>

         <KeyValue>

           <DSAKeyValue>

             <P> P-value </P>

             <Q> Q-value </Q>

             <Y> Y-value </Y>

           </DSAKeyValue>

         </KeyValue>

         <X509Data>

            <X509IssuerSerial>

              <X509IssuerName>

                CN=Test DSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

              </X509IssuerName>

              <X509SerialNumber>970849936</X509SerialNumber>

           </X509IssuerSerial>

         </X509Data>

       </KeyInfo>

     </Signature>


<typedEntityIdentification entityType="INVOICE" remarks="Ejemplo para Factura">



<entityIdentification>




<uniqueCreatorIdentification>FACTURA456</uniqueCreatorIdentification>





<contentOwner>






<gln>8456789000007</gln>





</contentOwner>




</entityIdentification>


</typedEntityIdentification>


<seller Id="nad1">



<gln>8456789000007</gln>



<PartyName>Jose Pérez, S. L.</PartyName>



<VATregistrationNumber>B-7798748324</VATregistrationNumber>



<StreetAndNumber>Ronda Pepito Pérez, 10</StreetAndNumber>



<CityName>Barcelona</CityName>



<Postcode>08017</Postcode>


</seller>


<buyer Id="nad2">



<gln>8456789000014</gln>



<PartyName>Juan García, S. A.</PartyName>



<VATregistrationNumber>A-7438743222</VATregistrationNumber>



<StreetAndNumber>Ronda Pepito Grillo, 10</StreetAndNumber>



<CityName>Madrid</CityName>



<Postcode>08017</Postcode>


</buyer>


<orderNumber number="PE456">



<date>2002-01-21</date>


</orderNumber>


<deliveryNote number="AL123">



<date>2002-01-24</date>


</deliveryNote>


<totalAmount Id="import1">



<amount currencyISOcode="EUR">394163.1</amount>


</totalAmount>

 ... rest of the document Invoicxml ...

</invoicxml>



4.6.9 Certificate chain example (included chain certificate)

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

    <Reference URI="#object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

      <DigestValue>7/XTsHaBSOnJ/jXD5v0zL6VKYsk=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>diIxxg+JwsBYA38N0EySE0heGc2d76ZWRDBPIL74I0ODjc3jeYnVBnO/swuAHkNxs1L0jQ2Zo+hLuC1TS5fp0Q==</SignatureValue>

  <KeyInfo>

    <X509Data>

       <X509Certificate>

          MIIDYTCCAwugAwIBAgIBAzANBgkqhkiG9w0BAQQFADCBojELMAkGA1UEBhMCVVMx

          EzARBgNVBAgTCkNhbGlmb3JuaWExJjAkBgNVBAoTHWh0dHA6Ly93d3cuYWxla3Nl

          eS5jb20veG1sc2VjMRowGAYDVQQLExFTZWNvbmQgTGV2ZWwgQ2VydDEWMBQGA1UE

          AxMNQWxla3NleSBTYW5pbjEiMCAGCSqGSIb3DQEJARYTYWxla3NleUBhbGVrc2V5

          LmNvbTAeFw0wMjAzMjkyMjI3MjRaFw0wMzAzMjkyMjI3MjRaMIGkMQswCQYDVQQG

          EwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEmMCQGA1UEChMdaHR0cDovL3d3dy5h

          bGVrc2V5LmNvbS94bWxzZWMxHDAaBgNVBAsTE1JTQSBLZXkgQ2VydGlmaWNhdGUx

          FjAUBgNVBAMTDUFsZWtzZXkgU2FuaW4xIjAgBgkqhkiG9w0BCQEWE2FsZWtzZXlA

          YWxla3NleS5jb20wXDANBgkqhkiG9w0BAQEFAANLADBIAkEA0Keli3ax4TTGHKki

          Xdu0vcFusR0cBFCSkgmEOemroNJ/uLGuPdpfJVo9a2L65rHbVd+1ArSVqjksKG4/

          Z6crFwIDAQABo4IBJjCCASIwCQYDVR0TBAIwADAsBglghkgBhvhCAQ0EHxYdT3Bl

          blNTTCBHZW5lcmF0ZWQgQ2VydGlmaWNhdGUwHQYDVR0OBBYEFKQYHRPVjDKEDJ3R

          uIg0/Vw32fpIMIHHBgNVHSMEgb8wgbyAFHjXLZFhL5UiSrvh1T3GJq+rl9IEoYGg

          pIGdMIGaMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTESMBAGA1UE

          BxMJU3Vubnl2YWxlMSYwJAYDVQQKEx1odHRwOi8vd3d3LmFsZWtzZXkuY29tL3ht

          bHNlYzEWMBQGA1UEAxMNQWxla3NleSBTYW5pbjEiMCAGCSqGSIb3DQEJARYTYWxl

          a3NleUBhbGVrc2V5LmNvbYIBATANBgkqhkiG9w0BAQQFAANBAGB/ubgKkRGd6jnL

          /bW1Cg8NOKh/tm2rzrxL0duMOwD9rJYIenCdK1ayfmJqo3R2GTdxAsLUVeUwBq6r

          Gxm82as=

       </X509Certificate>

       <X509Certificate>

          MIIDmDCCAwGgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBmjELMAkGA1UEBhMCVVMx

          EzARBgNVBAgTCkNhbGlmb3JuaWExEjAQBgNVBAcTCVN1bm55dmFsZTEmMCQGA1UE

          ChMdaHR0cDovL3d3dy5hbGVrc2V5LmNvbS94bWxzZWMxFjAUBgNVBAMTDUFsZWtz

          ZXkgU2FuaW4xIjAgBgkqhkiG9w0BCQEWE2FsZWtzZXlAYWxla3NleS5jb20wHhcN

          MDIwMzI5MjIyNTAzWhcNMDMwMzI5MjIyNTAzWjCBojELMAkGA1UEBhMCVVMxEzAR

          BgNVBAgTCkNhbGlmb3JuaWExJjAkBgNVBAoTHWh0dHA6Ly93d3cuYWxla3NleS5j

          b20veG1sc2VjMRowGAYDVQQLExFTZWNvbmQgTGV2ZWwgQ2VydDEWMBQGA1UEAxMN

          QWxla3NleSBTYW5pbjEiMCAGCSqGSIb3DQEJARYTYWxla3NleUBhbGVrc2V5LmNv

          bTBcMA0GCSqGSIb3DQEBAQUAA0sAMEgCQQDILuuqHAryfyHYBbaHp8ujFfsylBhg

          R1S5346z5DnM9eZ+i2By9WGTVygXfiZuHwu3rTFhca9O6sVPOcBuFTrnAgMBAAGj

          ggEmMIIBIjAJBgNVHRMEAjAAMCwGCWCGSAGG+EIBDQQfFh1PcGVuU1NMIEdlbmVy

          YXRlZCBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFgQUeNctkWEvlSJKu+HVPcYmr6uX0gQw

          gccGA1UdIwSBvzCBvIAUd6m6lFHvKd3oPddrD0pK+rj/xs2hgaCkgZ0wgZoxCzAJ

          BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRIwEAYDVQQHEwlTdW5ueXZh

          bGUxJjAkBgNVBAoTHWh0dHA6Ly93d3cuYWxla3NleS5jb20veG1sc2VjMRYwFAYD

          VQQDEw1BbGVrc2V5IFNhbmluMSIwIAYJKoZIhvcNAQkBFhNhbGVrc2V5QGFsZWtz

          ZXkuY29tggEAMA0GCSqGSIb3DQEBBAUAA4GBAK7nmAwU2DwrWy2z1wj5dz6rRNie

          9W/VQch3YN+aGlzrFURorUmVf4MpKKFfCnh5F+Jfz7lCtfQUTjX4sYsfJ0uuEqvH

          xjqXRy4tHKw+IHTsr9gBYbcwcrguv2iOgpgdBZ3g+2dDJCEIEx1qx/85kjLD7Lo3

          P+KzQWPUHydsSkjD

       </X509Certificate>

     </X509Data>

  </KeyInfo>

  <Object Id="object">

     ... document to be signed ....

  </Object>

</Signature>



4.6.10 Certificate chain example (referenced chain certificate)

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

    <Reference URI="#object-1">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    SNB5FI193RFXoG2j8Z9bXWgW7BMPICqNob4Hjh08oou4tkhGxz4+pg==

  </SignatureValue>

  <KeyInfo>

     <RetrievalMethod Type="http://www.w3.org/2000/09/xmldsig#X509Data" URI="mylocal_folder/certs#chain1">

  </KeyInfo>

  <Object Id="object-1">

     <invoicxml creationDate="2002-01-31" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

        ...the rest of the document...

     </invoicxml>

  </Object>

</Signature>

In the referenced URI by the RetrievalMethod there should be:

      <Objectchain Id="chain1">

        <X509Data>

          <X509SubjectName>

            CN=Merlin Hughes,OU=X/Secure,O=Baltimore Technologies Ltd.,ST=Dublin,C=IE

          </X509SubjectName>

          <X509IssuerSerial>

            <X509IssuerName>

              CN=Transient CA,OU=X/Secure,O=Baltimore Technologies Ltd.,ST=Dublin,C=IE

            </X509IssuerName>

            <X509SerialNumber>1017788370348</X509SerialNumber>

          </X509IssuerSerial>

          <X509Certificate>

            MIIDUDCCAxCgAwIBAgIGAOz46g2sMAkGByqGSM44BAMwbjELMAkGA1UEBhMCSUUx

            DzANBgNVBAgTBkR1YmxpbjEkMCIGA1UEChMbQmFsdGltb3JlIFRlY2hub2xvZ2ll

            cyBMdGQuMREwDwYDVQQLEwhYL1NlY3VyZTEVMBMGA1UEAxMMVHJhbnNpZW50IENB

            MB4XDTAyMDQwMjIyNTkzMFoXDTEyMDQwMjIxNTkyNVowbzELMAkGA1UEBhMCSUUx

            DzANBgNVBAgTBkR1YmxpbjEkMCIGA1UEChMbQmFsdGltb3JlIFRlY2hub2xvZ2ll

            cyBMdGQuMREwDwYDVQQLEwhYL1NlY3VyZTEWMBQGA1UEAxMNTWVybGluIEh1Z2hl

            czCCAbcwggEsBgcqhkjOOAQBMIIBHwKBgQDd454C+qcTIWlb65NKCt2PtguNpOSn

            Id5woUigu7xBk2QZNAjVyIhMEfSWp8iR0IdKLx+JQLcNOrcn0Wwl5/hhW0MXsmlS

            8dM5Cq2rtmDHooLxbGTPqtALE6vsXQCk5iLz3MtGh7gyQMZ7q7HT5a3I5NChUgY1

            MMNQVetRA1susQIVAIQy3BStBjvx89Wq8Tjr7IDP1S8lAoGBAJ58e4W3VqMxm7Zx

            YJ2xZ6KX0Ze10WnKZDyURn+T9iFIFbKRFElKDeotXwwXwYON8yre3ZRGkC+2+fiU

            2bdzIWTT6LMbIMVbk+07P4OZOxJ6XWL9GuYcOQcNvX42xh34DPHdq4XdlItMR25N

            A+OdZ4S8VVrpb4jkj4cyir1628kgA4GEAAKBgHH2KYoaQEHnqWzRUuDAG0EYXV6Q

            4ucC68MROYSL6GKqNS/AUFbvH2NUxQD7aGntYgYPxiCcj94i38rgSWg7ySSz99MA

            R/Yv7OSd+uej3r6TlXU34u++xYvRo+sv4m9lb/jmXyZJKeC+dPqeU1IT5kCybURL

            ILZfrZyDsiU/vhvVozowODAOBgNVHQ8BAf8EBAMCB4AwEQYDVR0OBAoECIatY7SE

            lXEOMBMGA1UdIwQMMAqACIOGPkB2MuKTMAkGByqGSM44BAMDLwAwLAIUSvT02iQj

            Q5da4Wpe0Bvs7GuCcVsCFCEcQpbjUfnxXFXNWiFyQ49ZrWqn

          </X509Certificate>

          <X509Certificate>

            MIIDSzCCAwugAwIBAgIGAOz46fwJMAkGByqGSM44BAMwbjELMAkGA1UEBhMCSUUx

            DzANBgNVBAgTBkR1YmxpbjEkMCIGA1UEChMbQmFsdGltb3JlIFRlY2hub2xvZ2ll

            cyBMdGQuMREwDwYDVQQLEwhYL1NlY3VyZTEVMBMGA1UEAxMMVHJhbnNpZW50IENB

            MB4XDTAyMDQwMjIyNTkyNVoXDTEyMDQwMjIxNTkyNVowbjELMAkGA1UEBhMCSUUx

            DzANBgNVBAgTBkR1YmxpbjEkMCIGA1UEChMbQmFsdGltb3JlIFRlY2hub2xvZ2ll

            cyBMdGQuMREwDwYDVQQLEwhYL1NlY3VyZTEVMBMGA1UEAxMMVHJhbnNpZW50IENB

            MIIBtzCCASwGByqGSM44BAEwggEfAoGBAN3jngL6pxMhaVvrk0oK3Y+2C42k5Kch

            3nChSKC7vEGTZBk0CNXIiEwR9JanyJHQh0ovH4lAtw06tyfRbCXn+GFbQxeyaVLx

            0zkKrau2YMeigvFsZM+q0AsTq+xdAKTmIvPcy0aHuDJAxnursdPlrcjk0KFSBjUw

            w1BV61EDWy6xAhUAhDLcFK0GO/Hz1arxOOvsgM/VLyUCgYEAnnx7hbdWozGbtnFg

            nbFnopfRl7XRacpkPJRGf5P2IUgVspEUSUoN6i1fDBfBg43zKt7dlEaQL7b5+JTZ

            t3MhZNPosxsgxVuT7Ts/g5k7EnpdYv0a5hw5Bw29fjbGHfgM8d2rhd2Ui0xHbk0D

            451nhLxVWulviOSPhzKKvXrbySADgYQAAoGAfag+HCABIJadDD9Aarhgc2QR3Lp7

            PpMOh0lAwLiIsvkO4UlbeOS0IJC8bcqLjM1fVw6FGSaxmq+4y1ag2m9k6IdE0Qh5

            NxB/xFkmdwqXFRIJVp44OeUygB47YK76NmUIYG3DdfiPPU3bqzjvtOtETiCHvo25

            4D6UjwPpYErXRUajNjA0MA4GA1UdDwEB/wQEAwICBDAPBgNVHRMECDAGAQH/AgEA

            MBEGA1UdDgQKBAiDhj5AdjLikzAJBgcqhkjOOAQDAy8AMCwCFELu0nuweqW7Wf0s

            gk/CAGGL0BGKAhRNdgQGr5iyZKoH4oqPm0VJ9TjXLg==

          </X509Certificate>

        </X509Data>

      </Objectchain>



5.- ENCRYPTION

This chapter provides the recommendation to include encryption functionalities into XML messages. It defines schemas as well as URIs and syntax specifications. Some examples are provided at the end of the chapter.

5.1 Objective

The objective of the encryption is to avoid unauthorised disclosure of message content. To achieve this security solution, the data that is desired to be protected and hidden is scrambled and transformed in a cipher data block using mathematic transforms. The receiver must perform the counterpart mathematic operation to decrypt the data and restore the original information.

5.2 General Considerations

The encryption syntax and process complies with W3C specification for XML messages. The XML namespace URI that MUST be used is:

xmlns="http://www.w3.org/2000/09/xmlenc#"

The encryption and decryption processes require a secret key, which may be a symmetric or asymmetric one. In this guide symmetric keys will be used to generate the cipher data (encrypted). However, as it was mentioned in section 2.-, it is a vulnerable task to communicate the secret symmetric key used for encryption to the other partner. To solve this drawback, a public-private asymmetric key system is used to send the symmetric key to the recipient.

it is possible to encrypt the entire document or part of it. For the sake of simplicity and standarised processing, it is recommended in this guide to encrypt the entire document.

The encryption functionalities may be combined with XML signature. In this case, it is recommended to encrypt the data after signature generation. 

5.3 XML encryption specification (tags and formats)

XML encryption data functionalities generates chipper block data from any digital content (data objects). XML encrypted data blocks are represented by the EncryptedData element which has de following structure
:

<EncryptedData Id? Type?>

   <EncryptionMethod/>?

   <ds:KeyInfo/>

      <EncryptedKey Id? Type?>?

      <AgreementMethod>?

      <ds:KeyName>?

      <ds:RetrievalMethod>?

      <ds:*>?

   </ds:KeyInfo>?

   <CipherData>

      <CipherValue>

      <CipherReference URI?>?

    </CipherData>

    <EncryptionProperties>?

</EncryptedData>

The EncryptedData element not only contains the CipherData element (where the cipher data is embedded) but also replaces the encrypted element.

The Id attribute value/name may co-exist with other elements with Id attributes in a single XML document and should be chosen such that there are no subsequent collisions with other Id attributes: they must be unique. 

There are two alternative scenario for encrypting: encrypt the element (including the start and end tags) or encrypt the content of the element. The former provides extra security solution because the identity of the element (tag name) is itself hidden, the latter allows intermediate agents to access part of the information (which may be desirable in some business activities). The example below shows the difference between both scenario. In the first case all credit card elements are encrypted and hidden. In the second example the credit card limit is still available for intermediate agents, but the credit card number is encrypted.

	Original information
	  <?xml version='1.0'?>

  <PaymentInfo xmlns='http://example.org/paymentv2'>

    <Name>John Smith</Name>

    <CreditCard Limit='5,000' Currency='USD'>

      <Number>4019 2445 0277 5567</Number>

      <Issuer>Example Bank</Issuer>

      <Expiration>04/02</Expiration>

    </CreditCard>

  </PaymentInfo>

	Encrypt the element
	  <?xml version='1.0'?>

  <PaymentInfo xmlns='http://example.org/paymentv2'>

    <Name>John Smith</Name>

    <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element'

     xmlns='http://www.w3.org/2001/04/xmlenc#'>

      <CipherData>

        <CipherValue>A23B45C56</CipherValue>

      </CipherData>

    </EncryptedData>

  </PaymentInfo>

	Encrypt the content
	<?xml version='1.0'?> 

  <PaymentInfo xmlns='http://example.org/paymentv2'>

    <Name>John Smith</Name>

    <CreditCard Limit='5,000' Currency='USD'>

      <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

       Type='http://www.w3.org/2001/04/xmlenc#Content'>

        <CipherData>

          <CipherValue>A23B45C56</CipherValue>

        </CipherData>

      </EncryptedData>

    </CreditCard>

  </PaymentInfo>


To identify which is the encrypted type we MUST use the following Type attributes values of the EncryptedData element:

· Encrypting the element 

Type='http://www.w3.org/2001/04/xmlenc#Element'

· Encrypting the content 

Type='http://www.w3.org/2001/04/xmlenc#Content'

5.3.1 XML encryption schema

The schema for the XML encryption-decryption provided by the W3C consortium is listed below. Note that this schema supports all encryption functionalities and capabilities, some of them not used in this handbook.
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5.3.2 The EncryptedKey element

The EncryptedKey element is similar to the EncryptedData element except that the data encrypted is always a key value. It has a child element EncryptionMethod that specifies the algorithm that has been used to encrypt the key and a ds:KeyInfo element.

It also has an optional element called ReferenceList.

5.3.2.1 The ReferenceList element

This element contains pointers to data and keys encrypted using the key detailed in the EncryptedKey element. Two possible child elements may be used, DataReference and KeyReference are used to reference encrypted data (EncryptedData elements) and encrypted keys (EncryptedKey elements), respectively. The ReferenceList may contain multiple references to data and keys.

The reference is specified in an URI attribute of the following child elements:

	<DataReference>
	Refers to EncryptedData elements that were encrypted using the key defined in the enclosing EncryptedKey parent element.

	<KeyReference>
	Refers to EncryptedKey elements that were encrypted using the key defined in the enclosing EncryptedKey parent element.


5.3.3 The EncryptionMethod element

This element describe the encryption algorithm applied to the cipher data. Although it is an optional element, this guide recommends its use. The use of this element is not necessary only in those cases where a previous agreement between trading partners on which algorithm will be used has been established. 

The algorithm identifiers for the Algorithm attribute of the EncryptionMethod element within an EncryptedData element are (Block encryption algorithms):

· Tripledes 

Algorithm=”http://www.w3.org/2001/04/xmlenc#tripledes-cbc”

· AES-128

Algorithm=”http://www.w3.org/2001/04/xmlenc#aes128-cbc”

· AES-256

Algorithm=”http://www.w3.org/2001/04/xmlenc#aes256-cbc”

Since these algorithms encrypt the data in a block-wise manner, it may happen the data being encrypted not be a multiple of the block size. If this is the case, Padding operation MUST be performed (XML Encryption Syntax and Processing).

The algorithm identifiers for the Algorithm attribute of the EncryptionMethod element within an EncryptedKey element are (Key Transport algorithms):

· RSA version 1.5 

Algorithm=”http://www.w3.org/2001/04/xmlenc#rsa-1_5”

· RSA-OAEP

Algorithm=”http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p”

The RSA-OAEP algorithm (to be used in EncryptedKey elements) requires additional child elements to the EncryptionMethod element:

	<ds:DigestMethod>
	Element used to specify the digest function. Refer to section 4.3.2.3.2. 

The recommended digest algorithm used in this case is SHA1.

	<OAEPparams>
	Optional elements. Octet string parameter for the key transport method RSA-OAEP.


5.3.4 The ds:KeyInfo element

This element contains information related to key data.

Two different scenarios should be commented:

· ds:KeyInfo as child element of EncryptedData: For encryption purposes in this guide the key information is also encrypted. The extension element EncryptedKey (5.3.2) to the ds:KeyInfo element provides a tool to communicate secret keys encrypted.

· ds:KeyInfo as child element of EncryptedKey: In this case the ds:KeyInfo element is used as specified in 4.3.4. Commonly, a KeyName element and a X509Certificate element are used to identify the key.

5.3.5 The CipherData element

This element envelopes or references the raw encrypted data. The CipherValue contains the encrypted data when it is enveloped. If it is referenced, it is done by URI attribute identifier of the CipherReference element. 

This guide proposes to use only the CipherValue element, that is, raw encrypted data is always embedded within the CipherData element.

5.4 Encrypting and Decrypting Data (Processing Rules)

This section describe the operations to be performed as part of the to encrypt and decrypt processing of an XML document.

5.4.1 Encryption

For each item (resource) to be encrypted as an EncryptedData or EncryptedKey, do:

1) Select the algorithm and parameters to encrypt this resource.
2) Obtain the key to be used.
3) Generate the ds:KeyInfo element. Use the EncryptedKey element to represent the key (apply this process recursively to encrypt the key). 
4) Encrypt the data. First of all, data should be serialised in UTF-8 to obtain the octets. The encryption algorithm and the key are applied to this block of octets.
5) Built he EncryptedData or EncryptedKey elements. The encrypted data is embedded in the CipherValue element of the CipherData element. Also include the ds:KeyInfo and EncryptionMethod elements.
5.4.2 Decryption

For each item (EncryptedData or EncryptedKey), do:

1) Process the EncryptionMethod and ds:KeyInfo elements to gather the encryption algorithm (and parameters) and the key value. If the key information is encrypted (EncryptedKey) apply this process recursively.

2) Decrypt the data contained in CipherData element.
5.5 Examples

Examples are provided in this section to clarify the use of the encryption functionality. Element encryption examples assume that an entire element contained in the document is encrypted. Note that there is an end-tag just preceding the encrypted element. 

The content encryption example encrypts the content of an element. Note that there is a preceding start-tag before encryption data, and an end-tag after encrypted data.

Note that all the examples contained herein are not real, that is: the encrypted sequences are not real values obtained from applying the corresponding algorithm to the data, and they should be understood as merely examples of encryption elements usage.

5.5.1 Element encryption 3DES and key transport RSA1_5
<?xml version="1.0" encoding="ISO-8859-1"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

   </end-tag of last element started>

  <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Element" xmlns="http://www.w3.org/2001/04/xmlenc#">

    <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc"/>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

        <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>

        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

          <ds:KeyName>my-rsa-key</ds:KeyName>

          <ds:X509Data>

            <ds:X509Certificate>

              MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx

              CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg

              U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0

              IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx

              MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE

              CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l

              MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh

              BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B

              AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk

              Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J

              xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A

              ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH

              +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW

              W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV

              HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB

              ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym

              OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y

              WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO

              p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf

              O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa

              kKO/vB9Ay64Rt88XbLnnGns=

            </ds:X509Certificate>

          </ds:X509Data>

        </ds:KeyInfo>

        <CipherData>

          <CipherValue>

            bYDE3XSjELiEW/rX08ZQUcG1dK1l1uSw14EKhIHbwrM8DFZKF4fBaPXxG/91mkOA

            cs3q0LZESrqHGVrm9UvqL48utkNrR56ud60FhIgSBgdKE/9qTMjrSCX1Vw7xfhJH


    Fc4tD3vjhALLaO3SUT8esPQKPK4gEWYMNzdpyNQuD0mrLiQ/SnHuHKzBmSjjgKkk

            xFcFVdiPT/XAhEZcuvkOyLMYgPN55slcnRzckOEq6zOcu8Ww6/2dG0a0TRioFeHW

            ecqmW8jawxxOVnVVSdDNlqwYWpM+2XxgYuSifsDwkwaNwVAM/xXgj05ZPr49powT

            1nZJ5cARCmW5zLh6aNpQng==

          </CipherValue>

        </CipherData>

        <ReferenceList>

          <DataReference URI="#ED"/>

        </ReferenceList>

      </EncryptedKey>

    </ds:KeyInfo>

    <CipherData>

      <CipherValue>

        LBisCaY4C+s7h8LjVpi8++dCzxxM2P7jR+rw+W0bVZz/YNfG9Q4Id/GkTlcYP/aT

        WNJfNVhip8KD6QiQqjsRkaF81w8Uam1lVXz8X2Gc6Rsx5L7j+1OblmB6VLPuIwBJ


wImjNiEX4RhrS4TfxF/zIq0sLT2DCHdHI752VCnZ8ulVKDnamCZUvT95YqlcCYnc


VWAOV5fYH3YvtZ6S/zpTEKW79dnGQZL8od5aJsRrid5fq49X/5KtMw==

      </CipherValue>

    </CipherData>

  </EncryptedData>

  <start-tag of new element>

  ... part of the document not encrypted ....

</ordersxml>



5.5.2 Element encryption 3DES and key transport RSA OAEP (Digest SHA-1)

<?xml version="1.0" encoding="UTF-8"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

   </end-tag of last element started>

  <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Element" xmlns="http://www.w3.org/2001/04/xmlenc#">

    <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc"/>

      <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

        <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

          <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">

            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>

        </EncryptionMethod>

        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">


  <ds:KeyName>my-rsa-key</ds:KeyName>

          <ds:X509Data>

            <ds:X509Certificate>

              MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx

              CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg

              U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0

              IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx

              MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE

              CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l

              MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh

              BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B

              AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk

              Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J

              xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A

              ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH

              +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW

              W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV

              HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB

              ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym

              OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y

              WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO

              p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf

              O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa

              kKO/vB9Ay64Rt88XbLnnGns=

            </ds:X509Certificate>

          </ds:X509Data>

        </ds:KeyInfo>

        <CipherData>

          <CipherValue>

            ZF0JPSfv75/8M+O2O/xi+8N1b9KT94a4l1D1Q65hnX6F00t+wAWZSkcDUoD/y2/E


    RKGUyuQwsG6l58e4MwYpmDI4RhHrUYLCQBacAehqVZhwNxv99L7ANsqrZJoT7N0k


    ER9MbmuIZGb4qisLDfZtzIGKKUUiA3ARfQny4MUxFovSmVUF2OjqSBXUVV/PjMLi

            fVTVyqCMv08YwmM4abj33tKOEMtiZqAa09lUIpnCUzq2IAShSRNBzWIHe+ndoB6G

            2p6ufk0TuRidwdQZkZwTW/2PjK1x7KejaqADWaOIImKhSBMpGzkVfDuv8aAFXOtf

            +LV67Ov6hJAt7FB65tE9Hg==

          </CipherValue>

        </CipherData>

        <ReferenceList>

          <DataReference URI="#ED"/>

        </ReferenceList>

      </EncryptedKey>

    </ds:KeyInfo>

    <CipherData>

      <CipherValue>

        kY6scZxpyRXQbaDZp+LbuvSFYgmI3pQrfsrCVt3/9sZzpeUTPXJEatQ5KPOXYpJC

        Gid01h/T8PIezic0Ooz/jU+r3kYMKesMYiXin4CXTZYcGhd0TjmOd4kg1vlhE8kt

        WLC7JDzFLPAqXbOug3ghmWunFiUETbGJaF5V4AHIoZrYP+RS3DTLgJcATuDeWyOd

        ueqnLefXiCDNqgSTsK4OyNlX0fpUJgKbL+Mhf5vsqxyIqDsS/p6cRA==

      </CipherValue>

    </CipherData>

  </EncryptedData>

  <start-tag of new element>

  ... part of the document not encrypted ....

</ordersxml>



5.5.3 Element encryption AES128 and key transport RSA1_5

<?xml version="1.0" encoding="UTF-8"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

   </end-tag of last element started>

  <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Element" xmlns="http://www.w3.org/2001/04/xmlenc#">

    <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

        <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>

        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

          <ds:KeyName>my-rsa-key</ds:KeyName>

          <ds:X509Data>

            <ds:X509Certificate>

              MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx

              CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg

              U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0

              IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx

              MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE

              CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l

              MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh

              BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B

              AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk

              Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J

              xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A

              ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH

              +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW

              W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV

              HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB

              ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym

              OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y

              WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO

              p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf

              O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa

              kKO/vB9Ay64Rt88XbLnnGns=

            </ds:X509Certificate>

          </ds:X509Data>

        </ds:KeyInfo>

        <CipherData>

          <CipherValue>

            cCxxYh3xGBTqlXbhmKxWzNMlHeE28E7vPrMyM5V4T+t1Iy2csj1BoQ7cqBjEhqEy


    Eot4WNRYsY7P44mWBKurj2mdWQWgoxHvtITP9AR3JTMxUo3TF5ltW76DLDsEvWlE

            uZKam0PYj6lYPKd4npUULeZyR/rDRrth/wFIBD8vbQlUsBHapNT9MbQfSKZemOuT

            UJL9PNgsosySpKrX564oQw398XsxfTFxi4hqbdqzA/CLL418X01hUjIHdyv6XnA2

            98Bmfv9WMPpX05udR4raDv5X8NWxjH00hAhasM3qumxoyCT6mAGfqvE23I+OXtrN

            lUvE9mMjANw4zweCHsOcfw==

          </CipherValue>

        </CipherData>

        <ReferenceList>

          <DataReference URI="#ED"/>

        </ReferenceList>

      </EncryptedKey>

    </ds:KeyInfo>

    <CipherData>

      <CipherValue>

        u2vogkwlvFqeknJ0lYTBZkWS/eX8LR1fDPFMfyK1/UY0EyZfHvbONfDHcC/HLv/f

        aAOOO2Y0GqsknP0LYT1OznkiJrzx134cmJCgbyrYXd3Mp21Pq3rs66JJ34Qt3/+I

        EyJBUSMT8TdT3fBD44BtOqH2op/hy2g3hQPFZul4GiHBEnNJL/4nU1yad3bMvtAB

        mzhx80lJvPGLcruj5V77WMvkvZfoeEqMq4qPWK02ZURsJsq0iZcJDi39NB7OCiON

      </CipherValue>

    </CipherData>

  </EncryptedData>

  <start-tag of new element>

  ... part of the document not encrypted ....

</ordersxml>



5.5.4 Element encryption AES128 and key transport RSA OAEP (Digest SHA-1)
<?xml version="1.0" encoding="UTF-8"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

   </end-tag of last element started>

  <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Element" xmlns="http://www.w3.org/2001/04/xmlenc#">

    <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

        <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>

        </EncryptionMethod>

        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

          <ds:KeyName>my-rsa-key</ds:KeyName>

          <ds:X509Data>

            <ds:X509Certificate>

              MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx

              CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg

              U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0

              IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx

              MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE

              CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l

              MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh

              BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B

              AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk

              Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J

              xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A

              ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH

              +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW

              W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV

              HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB

              ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym

              OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y

              WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO

              p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf

              O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa

              kKO/vB9Ay64Rt88XbLnnGns=

            </ds:X509Certificate>

          </ds:X509Data>

        </ds:KeyInfo>

        <CipherData>

          <CipherValue>

            W6N0IhRF2AdgfzzkZSp/u1kH5KmH8L4W8k4mdNMboLsYgnBUV3lsRvoFrVTXluMV

            DtXY1ju7aAEUJP9eMRU676kvRR5nSVuAbWCAejgkHMtGShJHU1s/JMzbu3iaxsuy


    PosT7/iafinNIXumvqLM/WQl9KbsmcWoAmJISbK1+WJ2kahrXNav4+7vMJq90BOP

            l8bXIzeKIsps7OGwEvrFaJ5RzVjZXi9SDXXD1vd6tJBcCfcZ347Mat1tZkR3cYrC

            MhDdte3gYGUQLzUlMYucvWz1slzTX3rYea/vhgA+OLOpdZxwM4igx1d8j5jjmo8F

            R1rxwd0G4NHA1bZ6TOy/IA==

          </CipherValue>

        </CipherData>

        <ReferenceList>

          <DataReference URI="#ED"/>

        </ReferenceList>

      </EncryptedKey>

    </ds:KeyInfo>

    <CipherData>

      <CipherValue>

        YjIkLPqklVVN1faEsX1t5EXXxdlW3B0rKoZsT5DtaS+pChdcceQV605clJ8YEhOj


EhM0oCGf855bQVWp7J3TJqUFlxahREEWCfEvsIUzy/wNMHV6Z/mTFkQUWnrO3C3D


SC6rTglijkPp592Sh1Cb6HTD60Nc/Myn3QLnwlSj+30x3uTUiAVEL+xduAnppCR1


vhRsB3yw32TjRfZt1b+UURRzCts5oLrVAu9SSrmgJI+vUX9gsRgvwkmsi4AAq38a

      </CipherValue>

    </CipherData>

  </EncryptedData>

  <start-tag of new element>

  ... part of the document not encrypted ....

</ordersxml>



5.5.5 Content encryption AES256 and key transport RSA OAEP (Digest SHA-1)

<?xml version="1.0" encoding="UTF-8"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

    <element start-tag>

      <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Content"                              xmlns="http://www.w3.org/2001/04/xmlenc#">

         <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>


 <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

           <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">

                 <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"                                      xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>

              </EncryptionMethod>

 
      <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                 <ds:KeyName>my-rsa-key</ds:KeyName>

          
 <ds:X509Data>

                   <ds:X509Certificate>

MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx         
   CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg                   U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0                   IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx                   MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE                   CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l                   MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh                   BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B                   AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk                   Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J                   xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A                   ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH                   +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW                   W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV                   HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB                   ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym                   OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y                   WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO                   p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf                   O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa                   kKO/vB9Ay64Rt88XbLnnGns=

                   </ds:X509Certificate>

                 </ds:X509Data>

               </ds:KeyInfo>

               <CipherData>

                 <CipherValue>

FCMw2HiQoGdINvvQYoMdRH0fE5oM9i3E9D4IRx9nwvnZLbA/Oi5snoKYEjYQ8ALK                   QxYkGKhHtvwsUpVyxA9wGxbNP19Qt1yJIthG6mHUrGTcN9iYvY85FacG3NQWmdMh                   HjqmylWZAqY4b+qDHczciqzT9i/M3AVct8RrgfVL/MgYyo1WLM0n+svRtc+GFYu6                   QupE5bV1UFb/x3FaQtlzm6fIin+BSThCPKfnanj5Z1rAZsi7Wo9TiK610DKh9zXx                   ONfiLcv9fpoHxpsEzCvAp+RUzLTuqxsLR1rdOveQLy/lTx9eClK8YepzlQIaXiOY                   y0UqwPAQnEjuVzOmT3CsrQ==

                 </CipherValue>

               </CipherData>

               <ReferenceList>

                 <DataReference URI="#ED"/>

               </ReferenceList>

            </EncryptedKey>

         </ds:KeyInfo>

         <CipherData>

            <CipherValue>

               DpNYC0Np5hHaQAUyHWpM3MQ99wkDFtGRc7TywqxmhI4sJKDXM5SRjVlKf6st5wOz

            </CipherValue>

         </CipherData>

      </EncryptedData>

   </element end-tag>

  ... part of the document not encrypted ....

</ordersxml>



6.- Signature and encryption

This section summarises the algorithms, URI references and element usage for signature and encryption syntax. 

A document can undergo different signatures and encryption processes performed by different users at different times. The question then is: What is the process ordering to verify the signature ? Which parts should be decrypted and which ones should not ? Incorrect sequencing of operations could result in signature failure or loss of data.

To avoid these critical issues, the proposed order in this document is the following: first signing then encrypting, hence the recipient of the message first decrypts, then verifies signature. By doing so, we avoid the use of the candidate transformation for decryption (Decryption transform for XML Signatures), which provides a mechanism to decrypt only "signed-then-encrypted" portions of the document (ignoring "encrypted-then-signed" ones) by introducing a transformation on the Reference element of the signature that specifies which encrypted data objects must be decrypted (before signature validation) and which ones must not be decrypted.

The recommendation of this guide  is to generate an enveloping signature to sign the entire document -this is a MUST requirement of this guide- and (optionally) encrypt (after signature generation) the whole document contained in the Object element.

Additional XML security URIs for signature methods, digest functions and HMAC algorithms can be found in (draft document) [5] (i.e. the following URI http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160 is non-normative URI for DSA-RIPEMD160, as specified in the draft document. XML Signature and XML Encryption recommendation documents also specify URIs for additional hash functions (for example, SHA256, SHA512) and algorithms.

6.1 Signature URI Identifiers

The XML namespace URI that MUST be used is:

· xmlns=”http://www.w3.org/2000/09/xmldsig#”

The following URIs identify the most used algorithms:

Canonicalization method:

· Canonical XML (omits comments) 

Algorithm=”http://www.w3.org/TR/2001/REC-xml-c14n-20010315”

Signature methods:

· DSA – SHA1 

Algorithm=”http://www.w3.org/2000/09/xmldsig#dsa-sha1”

· RSA – SHA1 

Algorithm=”http://www.w3.org/2000/09/xmldsig#rsa-sha1”

· HMAC-SHA1 

Algorithm=”http://www.w3.org/2000/09/xmldsig#hmac-sha1”

Transforms:

· Enveloped Signatures Transform 

Algorithm=”http://www.w3.org/2000/09/xmldsig#enveloped-signature”

· Decryption Transform 

Algorithm="http://www.w3.org/2001/04/decrypt#"
Digest Algorithms

· SHA1 (URI defined in XML Signature Syntax and Processing)

Algorithm=”http://www.w3.org/2000/09/xmldsig#sha1”

· RIPEMD-160 (URI defined in XML Encryption Syntax and Processing)

Algorithm=”http://www.w3.org/2001/04/xmlenc#ripemd160”

6.2 Encryption URI Identifiers

The XML namespace URI that MUST be used is:

· xmlns="http://www.w3.org/2000/09/xmlenc#"

The following URIs identify the most used algorithms:

Identifying the encrypted type content:

· Encrypting the element 

Type='http://www.w3.org/2001/04/xmlenc#Element'

· Encrypting the content 

Type='http://www.w3.org/2001/04/xmlenc#Content'

Encryption method:

· Tripledes 

Algorithm=”http://www.w3.org/2001/04/xmlenc#tripledes-cbc”

· AES-128

Algorithm=”http://www.w3.org/2001/04/xmlenc#aes128-cbc”

· AES-256

Algorithm=”http://www.w3.org/2001/04/xmlenc#aes256-cbc”

Key transport:

· RSA version 1.5 

Algorithm=”http://www.w3.org/2001/04/xmlenc#rsa-1_5”

· RSA-OAEP

Algorithm=”http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p”

Digest Algorithms

· SHA1 (URI defined in XML Signature Syntax and Processing)

Algorithm=”http://www.w3.org/2000/09/xmldsig#sha1”

· RIPEMD-160 (URI defined in XML Encryption Syntax and Processing)

Algorithm=”http://www.w3.org/2001/04/xmlenc#ripemd160”

6.3 Examples

Examples of signed-then-encrypted documents are shown in this sections. It is upon the user decision to encrypt the whole message or part of it.

First example it the recommended use of signature and encryption in the same message.

In the last example the signature includes a transform identified as:

Algorithm="http://www.w3.org/2001/04/decrypt#"
This algorithm for transforms is specified in the W3C Candidate Recommendation "Decryption transform for XML Signatures". The objective of this transform is to inform tje signature validation parser that data must be previously decrypted.

6.3.1 Enveloping signature and encryption (whole document)

First sign the object element then encrypt the content of it.

<?xml version="1.0" encoding="UTF-8"?>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

  <SignedInfo>

    <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

    <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

    <Reference URI="object">

      <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

      <DigestValue>60NvZvtdTB+7UnlLp/H24p7h4bs=</DigestValue>

    </Reference>

  </SignedInfo>

  <SignatureValue>

    juS5RhJ884qoFR8flVXd/rbrSDVGn40CapgB7qeQiT+rr0NekEQ6BHhUA8dT3+BC

    TBUQI0dBjlml9lwzENXvS83zRECjzXbMRTUtVZiPZG2pqKPnL2YU3A9645UCjTXU

    +jgFumv7k78hieAGDzNci+PQ9KRmm//icT7JaYztgt4=

  </SignatureValue>

  <KeyInfo>

    <KeyValue>

      <RSAKeyValue>

        <Modulus>

          uCiukpgOaOmrq1fPUTH3CAXxuFmPjsmS4jnTKxrv0w1JKcXtJ2M3akaV1d/karvJ

          lmeao20jNy9r+/vKwibjM77F+3bIkeMEGmAIUnFciJkR+ihO7b4cTuYnEi8xHtu4

          iMn6GODBoEzqFQYdd8p4vrZBsvs44nTrS8qyyhba648=

        </Modulus>

        <Exponent>

          AQAB

        </Exponent>

      </RSAKeyValue>

    </KeyValue>

    <X509Data>

      <X509SubjectName>

        CN=Merlin Hughes,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

      </X509SubjectName>

      <X509IssuerSerial>

        <X509IssuerName>

          CN=Test RSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

        </X509IssuerName>

        <X509SerialNumber>970849928</X509SerialNumber>

      </X509IssuerSerial>

      <X509Certificate>

        MIICeDCCAeGgAwIBAgIEOd3+iDANBgkqhkiG9w0BAQQFADBbMQswCQYDVQQGEwJJ

        RTEPMA0GA1UECBMGRHVibGluMSUwIwYDVQQKExxCYWx0aW1vcmUgVGVjaG5vbG9n

        aWVzLCBMdGQuMRQwEgYDVQQDEwtUZXN0IFJTQSBDQTAeFw0wMDEwMDYxNjMyMDda

        Fw0wMTEwMDYxNjMyMDRaMF0xCzAJBgNVBAYTAklFMQ8wDQYDVQQIEwZEdWJsaW4x

        JTAjBgNVBAoTHEJhbHRpbW9yZSBUZWNobm9sb2dpZXMsIEx0ZC4xFjAUBgNVBAMT

        DU1lcmxpbiBIdWdoZXMwgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBALgorpKY

        Dmjpq6tXz1Ex9wgF8bhZj47JkuI50ysa79MNSSnF7SdjN2pGldXf5Gq7yZZnmqNt

        Izcva/v7ysIm4zO+xft2yJHjBBpgCFJxXIiZEfooTu2+HE7mJxIvMR7buIjJ+hjg

        waBM6hUGHXfKeL62QbL7OOJ060vKssoW2uuPAgMBAAGjRzBFMB4GA1UdEQQXMBWB

        E21lcmxpbkBiYWx0aW1vcmUuaWUwDgYDVR0PAQH/BAQDAgeAMBMGA1UdIwQMMAqA

        CEngrZIVgu03MA0GCSqGSIb3DQEBBAUAA4GBAHJu4JVq/WnXK2oqqfLWqes5vHOt

        fX/ZhCjFyDMhzslI8am62gZedwZ9IIZIwlNRMvEDQB2zds/eEBnIAQPl/yRLCLOf

        ZnbA8PXrbFP5igs3qQWScBUjZVjik748HU2sUVZOa90c0mJl2vJs/RwyLW7/uCAf

        C/I/k9xGr7fneoIW

      </X509Certificate>

    </X509Data>

  </KeyInfo>

  <Object Id="object">

     <EncryptedData Id="ED" Type="http://www.w3.org/2001/04/xmlenc#Content"                              xmlns="http://www.w3.org/2001/04/xmlenc#">

       <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc"/>


 <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

           <EncryptedKey Id="EK" xmlns="http://www.w3.org/2001/04/xmlenc#">

              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">

                 <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"                                      xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>

              </EncryptionMethod>

 
      <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                 <ds:KeyName>my-rsa-key</ds:KeyName>

          
 <ds:X509Data>

                   <ds:X509Certificate>

        MIIDzTCCArWgAwIBAgIBATANBgkqhkiG9w0BAQQFADCBljELMAkGA1UEBhMCVVMx

        CzAJBgNVBAgTAk5ZMRIwEAYDVQQHEwlNYW5oYXR0YW4xFTATBgNVBAoTDExhdmEg

        U3VwcmVtZTEUMBIGA1UECxMLSGVhZCBPZmZpY2UxFDASBgNVBAMTC1JTQSBUZXN0

        IENBMSMwIQYJKoZIhvcNAQkBFhR0ZWNoQGxhdmFzdXByZW1lLm9yZzAeFw0wMjAx

        MzExNjI5NDNaFw00MzAyMjUxNjI5NDNaMIGWMQswCQYDVQQGEwJVUzELMAkGA1UE

        CBMCTlkxEjAQBgNVBAcTCU1hbmhhdHRhbjEVMBMGA1UEChMMTGF2YSBTdXByZW1l

        MRQwEgYDVQQLEwtIZWFkIE9mZmljZTEUMBIGA1UEAxMLUlNBIFRlc3QgQ0ExIzAh

        BgkqhkiG9w0BCQEWFHRlY2hAbGF2YXN1cHJlbWUub3JnMIIBIjANBgkqhkiG9w0B

        AQEFAAOCAQ8AMIIBCgKCAQEAgj3TOyUtgg99oEfsm8h9JTZBxUkzYkXVUOHxIwnk

        Fwp4y9ZnrGja/j+kpRyKvYP5CkNdq0e58/r7GLXj45iqd03XjsFNTdjy4OIOgf7J

        xMG7z+hEB1LT2swTs10GILFWPByRl3/BEsnekLZdoqNoJrvnttVkxgu3x80Ji3/A

        ZD8Ub/kBGOSPyu6pn3OdnMTc5q4r1qUe985lQzCZvCMw6AoGeCyJodNu2MbveNeH

        +YPjRgLCQfzvOFRq+9qMtE8XfUJZdNhPZhgdsOGf8uJauTcIHbAyw7BhxPy6RikW

        W5yiWUmBya+7t4y1TQJzham/0y0zU3TAA7b/rDrU7xmNPwIDAQABoyQwIjAPBgNV

        HRMBAf8EBTADAQH/MA8GA1UdDwEB/wQFAwMHBgAwDQYJKoZIhvcNAQEEBQADggEB

        ADELWZjFLPjSjGeOaeUwH/mEOP+l/nTtxe07IWAQL4kvb4wsiUsM1EkPptcBQsym

        OYgFhf3Elqma84bbOyp85y/iQnjpqWWJ73TFXSWZamSIhYb4Gk+dQuwFI+zD3B2y

        WwqghaAHDzxtzROLUBjo+97Y6ng6V5zjmtdGOFwNXwWhf3Y+MjnErtBIKYao8NJO

        p6di80w82+s6Ot+CLVvVobLhxS/y8yWplATRiQnI5ij/WTLML+tiU5aes0c9abaf

        O7i9j1iTuZsDT3f96ia0RSLsXSGij737QKc3ZM8lSxBWfepWYO+G+IRgr1q9IUDa

        kKO/vB9Ay64Rt88XbLnnGns=

                   </ds:X509Certificate>

                 </ds:X509Data>

               </ds:KeyInfo>

               <CipherData>

                 <CipherValue>

        FCMw2HiQoGdINvvQYoMdRH0fE5oM9i3E9D4IRx9nwvnZLbA/Oi5snoKYEjYQ8ALK

        QxYkGKhHtvwsUpVyxA9wGxbNP19Qt1yJIthG6mHUrGTcN9iYvY85FacG3NQWmdMh

        HjqmylWZAqY4b+qDHczciqzT9i/M3AVct8RrgfVL/MgYyo1WLM0n+svRtc+GFYu6

        QupE5bV1UFb/x3FaQtlzm6fIin+BSThCPKfnanj5Z1rAZsi7Wo9TiK610DKh9zXx

        ONfiLcv9fpoHxpsEzCvAp+RUzLTuqxsLR1rdOveQLy/lTx9eClK8YepzlQIaXiOY

        y0UqwPAQnEjuVzOmT3CsrQ==

                 </CipherValue>

               </CipherData>

               <ReferenceList>

                 <DataReference URI="#ED"/>

               </ReferenceList>

            </EncryptedKey>

         </ds:KeyInfo>

         <CipherData>

            <CipherValue>

               DpNYC0Np5hHaQAUyHWpM3MQ99wkDFtGRc7TywqxmhI4sJKDXM5SRjVlKf6st5wOz

            </CipherValue>

         </CipherData>

      </EncryptedData>

  </Object>

</Signature>



6.3.2 Enveloped signature and encryption (part of the document)

<?xml version="1.0" encoding="UTF-8"?>

<ordersxml creationDate="2002-01-21" documentStatus="ORIGINAL" contentVersion="AECOCv1.0" documentStructureVersion="1.0" lastUpdateDate="2002-01-24">

  ... part of the document not encrypted ....

    <element start-tag>

    <EncryptedData xmlns="http://www.w3.org/2001/04/xmlenc#" Id="encrypt-data-0" Type="http://www.w3.org/2001/04/xmlenc#Content">

      <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes256-cbc" />

      <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

        <KeyName>jed</KeyName>

      </KeyInfo>

      <CipherData>

        <CipherValue>

          SE3HkQevYxzuN9LoMH3QIYHK0X7DBlobhiTbRucgKcTKt9DsUJIcd6JZV6lrw/4x

          YICyq6YM73IWpibspxgz/0chhvWem9sYZvWTuTtZgHzeY0Uri6bpXqBEn1YT0K6B

          chwfv1myfp91EmdPHU+shH6ZEyYkHJUMss58iIawIuVsIfpCO7xDKgfs/glnN3os

          epY0KvAMZSnwUAf42fQ3TlahLTR+B52AmdodwaCwQlwQwrC7RH0FtNiiLQA9SA2t

          //StKWcyHjswUCejfKLdjv6bK+WmBxmnNWtmI9DYkjJ6V5pYU1MVw+JG410O+gaa

          fnNWxlWa+BGwcTaz+KNrP8bIqli8IoJJgxXIUqfb734=

        </CipherValue>

      </CipherData>

    </EncryptedData>

    </element end-tag>

  ... part of the document not encrypted ....

   <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />

      <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1" />

      <Reference URI="">

        <Transforms>

          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />

          <Transform Algorithm="http://www.w3.org/2001/04/decrypt#" />

        </Transforms>

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256" />

        <DigestValue>wSvPYqTcpLfX2mKXibtsmm7FDu8N+/BObM0+bGaeXhk=</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>

      O0VYUdslJ8t2EURD0T/v2nNrFQMo42vzvfAhooZrDbkuLbCj6/Hxmw==

    </SignatureValue>

    <KeyInfo>

      <KeyValue>

        <DSAKeyValue>

          <P>

            imup6lmki4rAmUstKb/xdBRMWNtQ+pDN97ZnLA9X3lKbkEHtYFyjQ3uActgVSJ75

            iVRuKxz4Cb5RzVm25EaKmKq8rif1MtBIi6jjDJxmIdNaEKG9zVTf9giJx1N9I0t3

            oh1fAVZDSrzKzJGQ2WvDfIfFHdJMtB3C0VKGmLZR7Xk=

          </P>

          <Q>

            xDve3j7sEnh4rIzM5gK+5/gxxFU=

          </Q>

          <G>

            NLugAf6IZJxo3BCOi5yrGEVwtlEzXcnndXhd0Tz38CnQKc4SEupm4PyP5TmLvK64

            TDfOD7sno/W5oI1KZdimfW2c4r/6waNzZSvicMOWhLYY621Nn6njBc8VNwoxWpzC

            XhKm70b8+D4YZMn/eU5DN8dvhTv/bNK21FfJqjp033U=

          </G>

          <Y>

            W7dOmH/vWqocVCiqaxj6soxVXfR8XpMdY2Zv4Amjr3n81geyOLb6IZ+l7MUbdp85

            29DQzuoVTthVpB9X4JKCprZIzifOTM1PFflTBzjx7egJwJWAIVdWyiIPjke6Va+w

            uV2n4Rl/cgCvrXK5cTov5C/Bpaf6o+qrrDGFBLLZTF4=

          </Y>

        </DSAKeyValue>

      </KeyValue>

      <X509Data>

        <X509SubjectName>

          CN=Merlin Hughes,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

        </X509SubjectName>

        <X509IssuerSerial>

          <X509IssuerName>

            CN=Test DSA CA,O=Baltimore Technologies\, Ltd.,ST=Dublin,C=IE

          </X509IssuerName>

          <X509SerialNumber>970849936</X509SerialNumber>

        </X509IssuerSerial>

      </X509Data>

    </KeyInfo>

  </Signature>

</ordersxml>



ANNEX I.- Base64 transform

The output of signature and encryption operations (digest and cipher values, canonization) are base64 encoded. All elements defined as CryptoBinary type and base64Binary type are, by definition, base64 encoded.

The base64 transform is identified with the following URI:

· http://www.w3.org/2000/09/xmldsig#base64

Specifications on this transform as well as the Base64 Alphabet are included in RFC2045.

Most important elements that are base64 encoded:

Signature elements:

· SignatureValue

· DigestValue

· DSA parameters

· X509Certificate

Encryption elements:

· CipherData

· EncryptedData

· EncryptedKey

The CryptoBinary simple type is defined as follows (literal text from XML Signature Syntax and Processing):

"<--

This specification defines the ds:CryptoBinary simple type for representing arbitrary-length integers (e.g. "bignums") in XML as octet strings. The integer value is first converted to a "big endian" bitstring. The bitstring is then padded with leading zero bits so that the total number of bits == 0 mod 8 (so that there are an integral number of octets). If the bitstring contains entire leading octets that are zero, these are removed (so the high-order octet is always non-zero). This octet string is then base64 [MIME] encoded. (The conversion from integer to octet string is equivalent to IEEE 1363's I2OSP [1363] with minimal length). 

This type is used by "bignum" values such as RSAKeyValue and DSAKeyValue. If a value can be of type base64Binary or ds:CryptoBinary they are defined as base64Binary. For example, if the signature algorithm is RSA or DSA then SignatureValue represents a bignum and could be ds:CryptoBinary. However, if HMAC-SHA1 is the signature algorithm then SignatureValue could have leading zero octets that must be preserved. Thus SignatureValue is generically defined as of type base64Binary. 

   Schema Definition:

   <simpleType name="CryptoBinary">

     <restriction base="base64Binary">

     </restriction>

   </simpleType>

-->"

ANNEX II.- Signature Schemma

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE schema

  PUBLIC "-//W3C//DTD XMLSchema 200102//EN" "http://www.w3.org/2001/XMLSchema.dtd"

 [

   <!ATTLIST schema 

     xmlns:ds CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#">

   <!ENTITY dsig 'http://www.w3.org/2000/09/xmldsig#'>

   <!ENTITY % p ''>

   <!ENTITY % s ''>

  ]>

<!-- Schema for XML Signatures

    http://www.w3.org/2000/09/xmldsig#

    $Revision: 1.1 $ on $Date: 2002/02/08 20:32:26 $ by $Author: reagle $

    Copyright 2001 The Internet Society and W3C (Massachusetts Institute

    of Technology, Institut National de Recherche en Informatique et en

    Automatique, Keio University). All Rights Reserved.

    http://www.w3.org/Consortium/Legal/

    This document is governed by the W3C Software License [1] as described

    in the FAQ [2].

    [1] http://www.w3.org/Consortium/Legal/copyright-software-19980720

    [2] http://www.w3.org/Consortium/Legal/IPR-FAQ-20000620.html#DTD

-->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

        xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

        targetNamespace="http://www.w3.org/2000/09/xmldsig#"

        version="0.1" elementFormDefault="qualified"> 

<!-- Basic Types Defined for Signatures -->

<simpleType name="CryptoBinary">

  <restriction base="base64Binary">

  </restriction>

</simpleType>

<!-- Start Signature -->

<element name="Signature" type="ds:SignatureType"/>

<complexType name="SignatureType">

  <sequence> 

    <element ref="ds:SignedInfo"/> 

    <element ref="ds:SignatureValue"/> 

    <element ref="ds:KeyInfo" minOccurs="0"/> 

    <element ref="ds:Object" minOccurs="0" maxOccurs="unbounded"/> 

  </sequence>  

  <attribute name="Id" type="ID" use="optional"/>

</complexType>

  <element name="SignatureValue" type="ds:SignatureValueType"/> 

  <complexType name="SignatureValueType">

    <simpleContent>

      <extension base="base64Binary">

        <attribute name="Id" type="ID" use="optional"/>

      </extension>

    </simpleContent>

  </complexType>

<!-- Start SignedInfo -->

<element name="SignedInfo" type="ds:SignedInfoType"/>

<complexType name="SignedInfoType">

  <sequence> 

    <element ref="ds:CanonicalizationMethod"/> 

    <element ref="ds:SignatureMethod"/> 

    <element ref="ds:Reference" maxOccurs="unbounded"/> 

  </sequence>  

  <attribute name="Id" type="ID" use="optional"/> 

</complexType>

  <element name="CanonicalizationMethod" type="ds:CanonicalizationMethodType"/> 

  <complexType name="CanonicalizationMethodType" mixed="true">

    <sequence>

      <any namespace="##any" minOccurs="0" maxOccurs="unbounded"/>

      <!-- (0,unbounded) elements from (1,1) namespace -->

    </sequence>

    <attribute name="Algorithm" type="anyURI" use="required"/> 

  </complexType>

  <element name="SignatureMethod" type="ds:SignatureMethodType"/>

  <complexType name="SignatureMethodType" mixed="true">

    <sequence>

      <element name="HMACOutputLength" minOccurs="0" type="ds:HMACOutputLengthType"/>

      <any namespace="##other" minOccurs="0" maxOccurs="unbounded"/>

      <!-- (0,unbounded) elements from (1,1) external namespace -->

    </sequence>

    <attribute name="Algorithm" type="anyURI" use="required"/> 

  </complexType>

<!-- Start Reference -->

<element name="Reference" type="ds:ReferenceType"/>

<complexType name="ReferenceType">

  <sequence> 

    <element ref="ds:Transforms" minOccurs="0"/> 

    <element ref="ds:DigestMethod"/> 

    <element ref="ds:DigestValue"/> 

  </sequence>

  <attribute name="Id" type="ID" use="optional"/> 

  <attribute name="URI" type="anyURI" use="optional"/> 

  <attribute name="Type" type="anyURI" use="optional"/> 

</complexType>

  <element name="Transforms" type="ds:TransformsType"/>

  <complexType name="TransformsType">

    <sequence>

      <element ref="ds:Transform" maxOccurs="unbounded"/>  

    </sequence>

  </complexType>

  <element name="Transform" type="ds:TransformType"/>

  <complexType name="TransformType" mixed="true">

    <choice minOccurs="0" maxOccurs="unbounded"> 

      <any namespace="##other" processContents="lax"/>

      <!-- (1,1) elements from (0,unbounded) namespaces -->

      <element name="XPath" type="string"/> 

    </choice>

    <attribute name="Algorithm" type="anyURI" use="required"/> 

  </complexType>

<!-- End Reference -->

<element name="DigestMethod" type="ds:DigestMethodType"/>

<complexType name="DigestMethodType" mixed="true"> 

  <sequence>

    <any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

  </sequence>    

  <attribute name="Algorithm" type="anyURI" use="required"/> 

</complexType>

<element name="DigestValue" type="ds:DigestValueType"/>

<simpleType name="DigestValueType">

  <restriction base="base64Binary"/>

</simpleType>

<!-- End SignedInfo -->

<!-- Start KeyInfo -->

<element name="KeyInfo" type="ds:KeyInfoType"/> 

<complexType name="KeyInfoType" mixed="true">

  <choice maxOccurs="unbounded">     

    <element ref="ds:KeyName"/> 

    <element ref="ds:KeyValue"/> 

    <element ref="ds:RetrievalMethod"/> 

    <element ref="ds:X509Data"/> 

    <element ref="ds:PGPData"/> 

    <element ref="ds:SPKIData"/>

    <element ref="ds:MgmtData"/>

    <any processContents="lax" namespace="##other"/>

    <!-- (1,1) elements from (0,unbounded) namespaces -->

  </choice>

  <attribute name="Id" type="ID" use="optional"/> 

</complexType>

  <element name="KeyName" type="string"/>

  <element name="MgmtData" type="string"/>

  <element name="KeyValue" type="ds:KeyValueType"/> 

  <complexType name="KeyValueType" mixed="true">

   <choice>

     <element ref="ds:DSAKeyValue"/>

     <element ref="ds:RSAKeyValue"/>

     <any namespace="##other" processContents="lax"/>

   </choice>

  </complexType>

  <element name="RetrievalMethod" type="ds:RetrievalMethodType"/> 

  <complexType name="RetrievalMethodType">

    <sequence>

      <element ref="ds:Transforms" minOccurs="0"/> 

    </sequence>  

    <attribute name="URI" type="anyURI"/>

    <attribute name="Type" type="anyURI" use="optional"/>

  </complexType>

<!-- Start X509Data -->

<element name="X509Data" type="ds:X509DataType"/> 

<complexType name="X509DataType">

  <sequence maxOccurs="unbounded">

    <choice>

      <element name="X509IssuerSerial" type="ds:X509IssuerSerialType"/>

      <element name="X509SKI" type="base64Binary"/>

      <element name="X509SubjectName" type="string"/>

      <element name="X509Certificate" type="base64Binary"/>

      <element name="X509CRL" type="base64Binary"/>

      <any namespace="##other" processContents="lax"/>

    </choice>

  </sequence>

</complexType>

<complexType name="X509IssuerSerialType"> 

  <sequence> 

    <element name="X509IssuerName" type="string"/> 

    <element name="X509SerialNumber" type="integer"/> 

  </sequence>

</complexType>

<!-- End X509Data -->

<!-- Begin PGPData -->

<element name="PGPData" type="ds:PGPDataType"/> 

<complexType name="PGPDataType"> 

  <choice>

    <sequence>

      <element name="PGPKeyID" type="base64Binary"/> 

      <element name="PGPKeyPacket" type="base64Binary" minOccurs="0"/> 

      <any namespace="##other" processContents="lax" minOccurs="0"

       maxOccurs="unbounded"/>

    </sequence>

    <sequence>

      <element name="PGPKeyPacket" type="base64Binary"/> 

      <any namespace="##other" processContents="lax" minOccurs="0"

       maxOccurs="unbounded"/>

    </sequence>

  </choice>

</complexType>

<!-- End PGPData -->

<!-- Begin SPKIData -->

<element name="SPKIData" type="ds:SPKIDataType"/> 

<complexType name="SPKIDataType">

  <sequence maxOccurs="unbounded">

    <element name="SPKISexp" type="base64Binary"/>

    <any namespace="##other" processContents="lax" minOccurs="0"/>

  </sequence>

</complexType> 

<!-- End SPKIData -->

<!-- End KeyInfo -->

<!-- Start Object (Manifest, SignatureProperty) -->

<element name="Object" type="ds:ObjectType"/> 

<complexType name="ObjectType" mixed="true">

  <sequence minOccurs="0" maxOccurs="unbounded">

    <any namespace="##any" processContents="lax"/>

  </sequence>

  <attribute name="Id" type="ID" use="optional"/> 

  <attribute name="MimeType" type="string" use="optional"/> <!-- add a grep facet -->

  <attribute name="Encoding" type="anyURI" use="optional"/> 

</complexType>

<element name="Manifest" type="ds:ManifestType"/> 

<complexType name="ManifestType">

  <sequence>

    <element ref="ds:Reference" maxOccurs="unbounded"/> 

  </sequence>

  <attribute name="Id" type="ID" use="optional"/> 

</complexType>

<element name="SignatureProperties" type="ds:SignaturePropertiesType"/> 

<complexType name="SignaturePropertiesType">

  <sequence>

    <element ref="ds:SignatureProperty" maxOccurs="unbounded"/> 

  </sequence>

  <attribute name="Id" type="ID" use="optional"/> 

</complexType>

   <element name="SignatureProperty" type="ds:SignaturePropertyType"/> 

   <complexType name="SignaturePropertyType" mixed="true">

     <choice maxOccurs="unbounded">

       <any namespace="##other" processContents="lax"/>

       <!-- (1,1) elements from (1,unbounded) namespaces -->

     </choice>

     <attribute name="Target" type="anyURI" use="required"/> 

     <attribute name="Id" type="ID" use="optional"/> 

   </complexType>

<!-- End Object (Manifest, SignatureProperty) -->

<!-- Start Algorithm Parameters -->

<simpleType name="HMACOutputLengthType">

  <restriction base="integer"/>

</simpleType>

<!-- Start KeyValue Element-types -->

<element name="DSAKeyValue" type="ds:DSAKeyValueType"/>

<complexType name="DSAKeyValueType">

  <sequence>

    <sequence minOccurs="0">

      <element name="P" type="ds:CryptoBinary"/>

      <element name="Q" type="ds:CryptoBinary"/>

    </sequence>

    <element name="G" type="ds:CryptoBinary" minOccurs="0"/>

    <element name="Y" type="ds:CryptoBinary"/>

    <element name="J" type="ds:CryptoBinary" minOccurs="0"/>

    <sequence minOccurs="0">

      <element name="Seed" type="ds:CryptoBinary"/>

      <element name="PgenCounter" type="ds:CryptoBinary"/>

    </sequence>

  </sequence>

</complexType>

<element name="RSAKeyValue" type="ds:RSAKeyValueType"/>

<complexType name="RSAKeyValueType">

  <sequence>

    <element name="Modulus" type="ds:CryptoBinary"/> 

    <element name="Exponent" type="ds:CryptoBinary"/> 

  </sequence>

</complexType> 

<!-- End KeyValue Element-types -->

<!-- End Signature -->

</schema>



ANNEX III.- Encryption Schema

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE schema  PUBLIC "-//W3C//DTD XMLSchema 200102//EN"

 "http://www.w3.org/2001/XMLSchema.dtd"

 [

   <!ATTLIST schema

     xmlns:xenc CDATA #FIXED 'http://www.w3.org/2001/04/xmlenc#'

     xmlns:ds CDATA #FIXED 'http://www.w3.org/2000/09/xmldsig#'>

   <!ENTITY xenc 'http://www.w3.org/2001/04/xmlenc#'>

   <!ENTITY % p ''>

   <!ENTITY % s ''>

  ]>

<schema xmlns='http://www.w3.org/2001/XMLSchema' version='1.0'

        xmlns:xenc='http://www.w3.org/2001/04/xmlenc#'

        xmlns:ds='http://www.w3.org/2000/09/xmldsig#'

        targetNamespace='http://www.w3.org/2001/04/xmlenc#'

        elementFormDefault='qualified'>

  <import namespace='http://www.w3.org/2000/09/xmldsig#'

          schemaLocation='http://www.w3.org/TR/2001/CR-xmldsig-core-20010419/xmldsig-core-schema.xsd'/>

  <complexType name='EncryptedType' abstract='true'>

    <sequence>

      <element name='EncryptionMethod' type='xenc:EncryptionMethodType'

       minOccurs='0'/>

      <element ref='ds:KeyInfo' minOccurs='0'/>

      <element ref='xenc:CipherData'/>

      <element ref='xenc:EncryptionProperties' minOccurs='0'/>

    </sequence>

    <attribute name='Id' type='ID' use='optional'/>

    <attribute name='Type' type='anyURI' use='optional'/>

    <attribute name='MimeType' type='string' use='optional'/>

    <attribute name='Encoding' type='anyURI' use='optional'/>

  </complexType>

  <complexType name='EncryptionMethodType' mixed='true'>

    <sequence>

      <element name='KeySize' minOccurs='0' type='xenc:KeySizeType'/>

      <!-- <element ref='ds:DigestMethod' minOccurs='0'/> -->

      <element name='OAEPparams' minOccurs='0' type='base64Binary'/>

      <any namespace='##other' minOccurs='0' maxOccurs='unbounded'/>

    </sequence>

    <attribute name='Algorithm' type='anyURI' use='required'/>

  </complexType>

    <simpleType name='KeySizeType'>

      <restriction base="integer"/>

    </simpleType>

  <element name='CipherData' type='xenc:CipherDataType'/>

  <complexType name='CipherDataType'>

     <choice>

       <element name='CipherValue' type='base64Binary'/>

       <element ref='xenc:CipherReference'/>

     </choice>

    </complexType>

   <element name='CipherReference' type='xenc:CipherReferenceType'/>

   <complexType name='CipherReferenceType'>

       <choice>

         <element name='Transforms' type='xenc:TransformsType' minOccurs='0'/>

       </choice>

       <attribute name='URI' type='anyURI' use='required'/>

   </complexType>

     <complexType name='TransformsType'>

       <sequence>

         <element ref='ds:Transform' maxOccurs='unbounded'/>

       </sequence>

     </complexType>

  <element name='EncryptedData' type='xenc:EncryptedDataType'/>

  <complexType name='EncryptedDataType'>

    <complexContent>

      <extension base='xenc:EncryptedType'>

       </extension>

    </complexContent>

  </complexType>

  <!-- Children of ds:KeyInfo -->

  <element name='EncryptedKey' type='xenc:EncryptedKeyType'/>

  <complexType name='EncryptedKeyType'>

    <complexContent>

      <extension base='xenc:EncryptedType'>

        <sequence>

          <element ref='xenc:ReferenceList' minOccurs='0'/>

          <element name='CarriedKeyName' type='string' minOccurs='0'/>

        </sequence>

        <attribute name='Recipient' type='string'

         use='optional'/>

      </extension>

    </complexContent>

  </complexType>

    <element name="AgreementMethod" type="xenc:AgreementMethodType"/>

    <complexType name="AgreementMethodType" mixed="true">

      <sequence>

        <element name="KA-Nonce" minOccurs="0" type="base64Binary"/>

        <element ref="ds:DigestMethod" minOccurs="0"/>

        <element name="OriginatorKeyInfo" minOccurs="0" type="ds:KeyInfoType"/>

        <element name="RecipientKeyInfo" minOccurs="0" type="ds:KeyInfoType"/>

        <any namespace="##other" minOccurs="0" maxOccurs="unbounded"/>

      </sequence>

      <attribute name="Algorithm" type="anyURI" use="required"/>

    </complexType>

  <!-- End Children of ds:KeyInfo -->

  <element name='ReferenceList'>

    <complexType>

      <choice minOccurs='0' maxOccurs='unbounded'>

        <element name='DataReference' type='xenc:ReferenceType'/>

        <element name='KeyReference' type='xenc:ReferenceType'/>

      </choice>

    </complexType>

  </element>

  <complexType name='ReferenceType'>

    <sequence>

      <any namespace='##other' minOccurs='0' maxOccurs='unbounded'/>

    </sequence>

    <attribute name='URI' type='anyURI' use='required'/>

  </complexType>

  <element name='EncryptionProperties' type='xenc:EncryptionPropertiesType'/>

  <complexType name='EncryptionPropertiesType'>

    <sequence>

      <element ref='xenc:EncryptionProperty' maxOccurs='unbounded'/>

    </sequence>

    <attribute name='Id' type='ID' use='optional'/>

  </complexType>

    <element name='EncryptionProperty' type='xenc:EncryptionPropertyType'/>

    <complexType name='EncryptionPropertyType' mixed='true'>

      <choice maxOccurs='unbounded'>

        <any namespace='##other' processContents='lax'/>

      </choice>

      <attribute name='Target' type='anyURI' use='optional'/>

      <attribute name='Id' type='ID' use='optional'/>

      <anyAttribute namespace="http://www.w3.org/XML/1998/namespace"/>

    </complexType>

</schema>



ANNEX IV.- GLOSSARY

	TERM
	DEFINITION
	SOURCE

	MUST
	This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute requirement of the specification.
	RFC2119

	REQUIRED
	See definition of MUST.
	RFC2119

	SHALL
	See definition of MUST.
	RFC2119

	MUST NOT
	This phrase, or the phrase "SHALL NOT", mean that the definition is an absolute prohibition of the specification.
	RFC2119

	SHALL NOT
	See definition of MUST NOT.
	RFC2119

	SHOULD
	This word, or the adjective "RECOMMENDED", means that there may exist valid reasons in particular circumstances to ignore a particular item, but the full implications must be understood and carefully weighed before choosing a different course.
	RFC2119

	RECOMMENDED
	See definition of SHOULD.
	RFC2119

	SHOULD NOT
	This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist valid reasons in particular circumstances when the particular behaviour is acceptable or even useful, but the full implications should be understood and the case carefully weighed before implementing any behaviour described with this label.
	RFC2119

	NOT RECOMMENDED
	See definition of SHOULD NOT.
	RFC2119

	MAY
	This word, or the adjective "OPTIONAL", means that an item is truly optional. One vendor may choose to include the item because a particular marketplace requires it or because the vendor feels that it enhances the product while another vendor may omit the same item. An implementation which does not include a particular option MUST be prepared to interoperate with another implementation which does include the option, though perhaps with reduced functionality. In the same vein an implementation which does include a particular option MUST be prepared to interoperate with another implementation which does not include the option (except, of course, for the feature the option provides.)
	RFC2119

	OPTIONAL
	See definition of MAY.
	RFC2119

	ENCRYPTION
	Converting data into a form called cipher so that it cannot be read by unauthorized people. Encryption is used to keep secrets and to minimize fraud. A decryption key is used to decode the cipher. The larger and more complex the encryption algorithm used, the larger the decryption key needed to decode the cipher and the more difficult to decode the cipher without a key. 40-, 48-, 56-, 64-, and 128-bit keys are currently used. 
	

	ASYMMETRIC KEY PAIR
	A pair of related keys where the private defines the private transformation and the public key defines the public transformation.
	EANCOM Security

	ASYMMETRIC SIGNATURE SYSTEM
	A system based on asymmetric cryptographic techniques whose private transformation is used for signing and whose public transformation is used for verification.  
	EANCOM Security

	CERTIFICATION AUTHORITY (CA)
	A centre trusted to create and assign public key certificates. Optionally, the certification authority may create and assign key to entities.
	EANCOM Security

	ENVELOPING SIGNATURE
	Signature where the signed data is actually embedded within the XML signature structure. 
	XML Signature

	ENVELOPED SIGNATURE
	Signature of a document where the signature will itself be embedded within the signed document.
	XML Signature

	CANONICAL 
	The canonical representation of an XML message allows a transformation to compare documents form a logical point of view.
	XML Canonical

	PRIVATE KEY
	That key of an entity's asymmetric key pair which shall normally only be known by that entity.

In the case of an asymmetric signature generation the private key defines the signature transformation and generation.

In the case of an asymmetric encryption the private key defines the decryption transformation.
	EANCOM Security

	PUBLIC KEY
	That key of an entity's asymmetric key pair which can be made public.

In the case of an asymmetric signature generation the private key defines the signature verification.

In the case of an asymmetric encryption the private key defines the encryption transformation. A key that is 'publicly known' is not necessary available to everybody. It may only be available to a pre-defined group of members.
	EANCOM Security

	DIGITAL SIGNATURE
	A cryptographic transformation of data that allows a recipient of the data to prove the origin and integrity of such data. The digital signature protects the sender and the recipient against forgery by third parties of the signed data.
	EANCOM Security

	ASYMETRIC DIGITAL SIGNATURE
	A system to generate a Digital Signature based on asymmetric cryptographic techniques whose private transformation is used for signing and whose public transformation is used for verification.
	EANCOM Security

	ONE-WAY FUNCTION
	A function with the property that it is computationally infeasible to construct an inverse of a given output, or a second input which gives the same output as a given input.
	EANCOM Security

	DIGEST FUNCTION
	A one-way function which maps a set of arbitrary strings of bits onto a set of fixed-length strings of bits.
	EANCOM Security

	HASH FUNCTION
	See definition of DIGEST FUNCTION.
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� It is upon the ebMethodology WG4 to decide whether this should be a MUST or a SHOULD


� where “?” denotes zero or one occurrence; “+” denotes one or more occurrences; and “*” denotes zero or more occurrences.


� where “?” denotes zero or one occurrence; “+” denotes one or more occurrences; and “*” denotes zero or more occurrences.


� Where “ds” is the XML namespace prefix for the digital signature recommendation.    xmlns:ds='http://www.w3.org/2000/09/xmldsig#' 
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